Bp3 ocHoBa Ha uneH 66 cTaB (6) 04 3aKOHOT 3a 3awwTmTa Ha AMYHUTe nogatoun (,CnyxxbeH BeCHMK
Ha Penybanka CeBepHa MakegoHuja” 6p. 42/20), a Bo Bpcka co lMpaBuaAHMKOT 3a 6e36eaHOCT Ha
obpaboTkaTa Ha amuHUTe nogatoum (,Cny>xb6eH BecHuk Ha Penybanka CeBepHa MakegoHuja” 6p.
122/2020), onacteHo avue Ha LLEHTAP 3A MCTPAXYBAHE V1 KPEMPAHE NMOJNTUKN — LLKM
Ckonje, co cepaunwTte ya. LUnyo Monosuk 6-2/9, 1000 Ckonje co EMBC 5880378 wn EAB
4030004513470 Ha aeH 08.03.2022 roanHa goHece

NMPABUNTHUK
3A BESBEAHOCT HA OBPABOTKATA
HA TNMHUTE NOAATOLMN

I. ONwTN OAPEABU
Mpeamert Ha ypeayBatbe

Unen 1
Co 0BOj NpaBUAHKWK Ce MPONULLYBaaT HauYMHUTE (ynaTcTBaTta) 3a noctanyBake Ha LLEHTAP
3A NCTPAXYBAHE W KPEMPAHE MONTUKWN — LWKM Ckonje, (BO MOHATaMOLLUHWNOT TeEKCT:
KoHTpon0opoT) Npy NnpuMeHyBaHeTO Ha TEXHUUKUTE N OpraHmn3aLmncknTe Mepkn 3a obesbesyBame
Ha 6e36eaHOCT Ha obpaboTkaTa Ha IMYHUTE NOAATOLMN.

MoumHuUK

Unen 2

OpnenHu n3pasm ynotpebeHn BO OBOj NPaBU/IHMK IO MMaaT C/IeHOBO 3HauUekbe:

1. JoBepanBOCT e npuctan A0 JAUYHUTE MOZATOLMN EAMHCTBEHO OF /vua KOW Mmaat
OBJIaCTyBak€e 33 HUBHA 06paboTka o4 cTpaHa Ha KoHTposnopor;

2. iHTerpuTeT e 3alwtmnta Ha TOYHOCTA Ha IMYHMTE NOAATOLM, MPULLTO Ce rapaHTupa Aeka
JMYHWTE NOAATOLM Ce TOUHMU, LLEeJIOCHU N aXypupaHu;

3. [loctanHocT e HenpeuyeH MNpuctan K KOHTUHyMpaHa pacnonoxameoct (business
continuity) Ha MHGOPMALIMCKMOT CUCTEM Ha KOj ce BpwM obpaboTka Ha SMUYHWUTE MOAATOLM
OZCTpaHa Ha OBNaCTEHUTE NNLL3;

4. ABTeHTMKaLMja e nocTanka Koja LUTO OBO3MOXYBa NMOTBPAYBake Ha MAEHTUTETOT Ha
OBJIACTEHOTO /INLLE KOe Ce HajaByBa M npucTanyBa Ha MHGOPMALMCKMOT CUCTEM Ha KOj Ce BPLUM
06paboTka Ha AMYHUTE NoAATOLY;

5. HeotnoBumkanBocT e 06e36eayBare Ha NOTBPAA Ha aBTEHTMYHOCTA Ha MAEHTUTETOT Ha
OBJIaCTEHOTO /IMLLe KOe Ce HajaByBa Ha MHHOPMALIMCKMOT CUCTEM MPU LUTO OBJACTEHOTO NLE He
MOXe Jia ja Hernpa npesemeHarta akTUBHOCT UAN AejCTBUIE;

6. be3begHOCEH PU3KMK e BepOjaTHOCT Ha C/lydYyBake Ha HacTaH Koj MOXe Aia pe3yatnpa co
KOMMPOMUTUPaAtbe, OCOBEHO CAyYajHO WM HE3aKOHCKO YHWLITYyBake, rybere, MeHyBahe,
HEeOB/JIACTEHO OTKPUBAHE Ha JIMYHUTE MOAATOLM, MW HeOoBJACTeH MpucTan 4O NpPEHEeCeHuTe,
3auyBaHWUTE MW Ha APYr HauYMH 0BpaboTeHN INYHKN NogaToLM (BO HAaTAMOLLHWOT TEKCT: PU3MK);



7. YnpaByBate CO pu3MK e maeHTudumkaumja, OoueHKa U HeroBa kaacudukaumja, Koja
ondaka KoOopANHMPaHa NPUMeEHa Ha PeCypCy Ha KOHTPOIOPOT 3a MUHMMM3UPatbe, Hab/bydyBatbe
N KOHTPOAa Ha BEpPOjaTHOCTa M CEPMO3HOCTA KOjalLUTO MOXe Aa npousnese npu obpaboTkata Ha
NNYHUTE NOZATOLM, a KOja MOXe Aa NpeAn3BMKa MaTepujasHa UAM HemaTepujasHa LiTeTa BpP3
npoLiecunTe co Ko ce BpLM 06paboTka Ha IMYHMTE NOAATOLM;

8. Cuctem 3a 3aWITUTA Ha NMYHUTE nogaTounm e 36up Of AOKYMEHTUPAHW MOANTUKM,
KOZEKCW Ha MpakTWKa, HacoKW, nmpoueaypy n paboTHU WHCTPYKLMWU AOHECEHW Of CTpaHa Ha
KoHTponoporT, a ko ce BO pyHKLMja Ha CNPOBeAyBake Ha TEXHUYKMTE U OpraHn3aumckmTe Mepku
3a obe3benyBarbe 6e36eaHOCT Ha obpaboTkaTa Ha NMUYHUTE NOAATOLM COrAaCHO NMponucuTe 3a
3alTMTa Ha IMYHMTE NOAATOLW;

9. ABTOpU3MpaH NpucTan e oBaacTyBake AOAENEHO Ha OBaCTeHOTO nLe 3a obpaboTka
Ha IMYHUTE NOAATOLM, 38 KOPUCTEHE Ha ofpesieHa MHPOPMATUUKO KOMYHMKaLMCKa onpema nim
3a npucTtan Ao oapeseHn paboTHM MPOCTOPUN Ha KOHTPOJIOPOT;

10. AAMUHUCTPATOP Ha MHGOPMALIMCKMOT CUCTEM € JiMLie OBJIacTEHO 3a MAaHupare U 3a
NPUMeEHYBake Ha TEXHUYKM U OpraHM3aLmcku MePKK, Kako M 3a KOHTpo/a Ha obe3besyBareTo
TajHOCT M 3aWT1Ta Ha obpaboTkaTta Ha AMYHMTE NOAATOLY;

11. LOKyMeHT e CeKOj 3anunc KOj COAPXM NMYHM NOAaTOLUM U UCTUOT MOXe da buae BO
eNeKTpoHCKa WM xapTneHa ¢opma, Aa ce 4YyBa Ha MeanMym W BO MHOOPMATMUKO
KOMYHMKaLmMcKaTa onpemMa Koja ce Kopuctum 3a obpabotka Ha nojgatoumTe, Aa Cce AOCTaByBa NpeKy
noLuTa Man ga ce NpeHecyBa NPeKy eNekKTPOHCKO KOMYHMKaLIMCKa Mpexa.

12. NHdopmaTmuka nHbpactpyktypa e uenata MHGOpMaTMUKo KOMyHMKaLMCcKa ornpema
Ha KOHTPONIOPOT, BO paMKUTe Ha Koja ce cobupaat, o6paboTyBaaTt 1 yyBaaT IMYHUTE NOAATOLM;

13. lhdopMaumckm cncteM e cucteM o Koj Moxe Aa ce obpaboTyBaaT IMYHUTE NOAATOLM
co uen aa buaat focTtanHm 1 ynotpebamBim 3a CeKOj KOj LITO MMa NpaBo v notpeba Aa rm KOpUCTY;

14. IHUMaeHT e cekoja aHOMaavja KOja B/AMjae WM MOXe Aa BAMjae Ha TajHOCTa MU
3alTMTaTa Ha IMYHUTE NojaTouw;

15. KoHTposia Ha npucTan e onepauuja 3a 4oAeNyBare Ha Npuctan 4o INYHKUTE NoAaToOLM
WA A0 MHPOPMATUUKO KOMYHMKaLMCKaTa onpemMa co Liea NpoBepka Ha OBNAaCTEHOTO JNLLE;

16. OBnacteHo svue e avue BpaboTeHO MM aHraxupaHo kaj KoHTponopoT koe uma
aBTOpUV3NpaH NpucTan A0 AOKYMEHTUTE U A0 MHPOPMATUUKO KOMYHMKALMCKaTa OonpemMaHa Ko
ce obpaboTyBaaT IMYHM NojaTouy;

17. Jlo3nHka e foBepansa nHGopmaLmja cCocTaBeHa O MHOXECTBO Ha KapakTepu Kou ce
KOpMWCTaT 3a NPOBEpPKA 1 aBTEHTMKaLMja Ha OBAACTEHOTO JILLE;

18. Konaue (cookie) e nHpopmaumja Koja LITO ce Kpenpa u ncnpaka og, Beb-cepBepoT A0
Beb npebapyBayoT, a KOja NoToa Ce Mcnpaka Hasad, kako HernpomeHeTa UHdopMaLmja of Beb-
npebapyBayoT cekorall Kora MOBTOPHO Ke ce npuctanu o Beb-cepBepoT KOj ja Kpeupan
nHbopmauwjaTa.

19. PaboTHa cTaHMua e cekoj ypes (aeckTon, 1anTon) KOj NOBpP3aH BO Mpexa NnpeTcTaByBa
Aen of onpemMarta Ha KOHTPOJIOPOT, @ Ha KOj, OAHOCHO CO KOj ce BpwK ob6paboTka Ha INYHUTE
nozartouu BoO MHGOPMALIMCKMNOT CUCTEM;

20. Meanym e du3nUKM ypes Koj ce Kopuctn npu obpaboTka Ha MYHUTE NogaToum BO
MHPOPMALIMCKNOT CUCTEM, HaKOj NOAATOLMUTE MOXKAT Aa BMAAT CHUMEHW UK OA KOj UCTUTE MOXKaT
Aa bvaaT NOBTOPHO BpaTeHU; 1



21. CurypHoCHa Komnuja e Konuja Ha JNYHUTE NOAATOLUMN COAPXKaHU BO €1eKTPOHCKUTE
AOKYMEHTH, KOW Ce 3a4yBaHW Ha MeAWyM 3a Jla ce OBO3MOXMW HMBHO MOBTOPHO BpaKake.

MpumeHa

UneH 3
OapeanbuTte o4 0BOj NPaBUAHMK Ce MPMMeEHYBaaT U Npu obpaboTka Ha IMYHUTE NOAATOLLM
o4 cTpaHa Ha KOHTposopoT Ha 36MpKa Ha IMYHM NOAATOLL.

Oap>kyBatbe Ha UHPOPMALUCKNOT CUCTEM

UneH 4
(1) PusnykmTe AN NpaBHUTE NLA KOW BPLUAT OAPXyBake Ha MHGOPMALMNCKMOT CUCTEM
Ha KoHTponopot Tpeba ga rv npvMeHyBaaT MpOMUCUTE 3a 3alUTUTa Ha JMYHMTE MOZATOLM U
JAOHeceHaTa JOKYMeHTauuja 38 TEXHUUKN 1 OpraHn3aLmcku MepKu.
(2) Oppenbute oa crtaBoT (1) Ha OBOj U/NeH Ce NMPUMeHyBaaT U ako OU3NYUKUTE WK
npaBHWTe NnLa BpwaT obpaboTka Ha AnyHuUTe nogaTtoun Ha KoHTpoaoporT.

MpeHoc Ha AMUHM NogaToum BO TPETU 3eMju

Unen 5
Bo cnyuaj Ha xapaBepcko m/van coPpTBEPCKO OAPXKYBaHe WUAW Ha APYrv aKTUBHOCTM Ha
MHPOPMALIMCKMOT CUCTEM MOXKe Aa Ce BPLUM NMPEHOC Ha IMYHM NOAATOLM BO TPETU 3eMju camo
COrNacHoO yCnoBuUTe YTBPAEHM BO NPOMNMUCUTE 3a 3alUTUTa Ha IMYHUTE MOAATOLMN.

Il. BESBBEAHOCT HA OBPABOTKATA HA TMMHUTE NOAATOLUN
Cucrtem 3a 3alITUTa Ha JIMYHUTE NojaTouMU

YneH 6

(1) Cnopes HajHOBUTE TEXHONOLWIKM AOCTUTHYBaka, TPOLIOLMTE 3a CNpOBeyBake U
npupogarta, 06eMoT, KOHTEKCTOT M LennTe Ha obpaboTkaTa, Kako 1 pU3MLUTE CO Pa3IYeH CTeneH
Ha BepOjaTHOCT M CepUO3HOCTa 3a NpasaTta MU cnoboante Ha dusnukute avua, KoHTposopoT e
AODKEH @ BOCMOCTaBM CUCTEM 3a 3alUTWUTa Ha IMYHUTE NOAATOLM NPeKy NPYMeHa Ha COOABETHM
TEXHUYKN 1 OpraHmn3aumckm Mepku 3a ga ob6e3bean HMBO Ha 6e36eAHOCT COOABETHO Ha PU3MKOT.

(2) TeXHUYKNTE M OpraHmM3aLmckmuTe Mepku og cTaBoT (1) Ha OBOj uneH, 0ocobeHO ondakaar:

- CNOCOBHOCT 3a 0be3besyBare Ha KOHTUHYMPaHa A4OBEPAMBOCT, MHTErPUTET, 4OCTAMHOCT
N OTMOPHOCT Ha MHPOPMALIMCKMOT cUCTEM 3a 06paboTKa;

- CNOCOBHOCT 3a HaBPeMEeHO, MOBTOPHO BOCMOCTaByBakbe Ha JOCTaMHOCTa A0 ANYHUTE
nogatoum 1 NPUCTanoT A0 HMB BO C/1yYaj Ha GU3NUKN AN TEXHUYKN MHLINAEHT; 1

- Mpouec Ha pefoOBHO TecTMpakbe, OLleHyBake U eBasyauunja Ha edekTMBHOCTa Ha
TEXHUYKUTE N OPraHmn3aLmCcKMTe MepKn Co Len aa ce rapaHtupa 6e3besHocta Ha obpaboTkara.



(3) KOHTPONOPOT BPLUM OLEHKA M aXypupare Ha TEXHUYKUTE U OpraHM3aumcknte MepKku
npwv LWTO cekoraw ryM NpuYMeHyBa OHME MEPKM KOW Ce COOJBETHW Ha BpemMeTo BO Koe ce
AV3ajHMpaaT M UMMNAEMEHTUPAAT, @ COrNacHO HajHOBUTE TEXHONOLIKN JOCTUTHYBara (a state of
the arttechnology).

(4) MpouecoT 3a ynpaByBake CO CUCTEMOT 3a 3alTUTa Ha JNYHUTE NOJATOLUM Of CTaBoT
(1) Ha oBOj uneH e gedmHMpaH Bo MNMoanTnKaTa 3a CUCTEMOT 3a 3alITUTa Ha IMYHUTE NOAATOLM Ha
KoHTponopoT koj oaroBapa Ha npupogarta, 06eMOT M ClIOXEHOCTa Ha akTMBHOCTUTE KOWLUTO
KoHTponopot rn Bpwun npu obpabotkata Ha AUYHWUTE MOZATOLM U PU3MLMTE Ha KOULWITO €
N3NOXEH.

(5) KoHTponopot e gonxeH MNonnTtukata og cTaBoT (4) Ha OBOj U/eH Aa ja peBuanpa v
ycornacyBa COrnacHO NPOMEHUTE BO HETrOBOTO paboTerse.

YnpaByBare €O pU3nNK

UneHn 7

(1) Mpwv yTBpAYyBaHeTO M NpoLeHaTa Ha PU3NKOT (ynpaByBare co pu3nk) KoHTpos0opoT run
3eMa BO MNpeaBuj pu3nLMTe KOU ce MoBp3aHM co obpaboTtkata, ocobeHO Of Cay4ajHO Man
HEe3aKOHCKO YHWULLTYBahe, rybere, MeHyBarbe, HEOBNAaCTEHO OTKPMBahe Ha JIMYHUTE NOoAaToLm
AN HeoBNACTeH MpucTan A0 MpPeHeceHuTe, 3a4yBaHWUTe AN Ha APYr HaunH 06paboTeHn NYHK
nogartouu.

(2) YnpaByBareTO CO pU3NKOT 04 cTaBoT (1) Ha OBOj YneHr 1 ondaka cnegHuTe dasu:

a) CNUCOK (npernea) Ha CMTe NPOLLECK CO KOW ce BpLuM obpaboTka Ha IMUYHN noaaTouy;

6) NpoLieHa Ha pu3nLKUTe 3a Ccekoj npouec Ha obpaboTka Ha NMYHM NoAaToLM;

B) CNpOBeAyBake N NPOBepKa Ha NAaHMpPaHUTE MEPKU; 1

r) CnpoBeAyBakbe Ha NepuoanNYHN 6e36eaHOCHN NPOBEPKM.

(3) CnncokoT Ha mpouecK co Kou ce BpLuM 0bpaboTka Ha IMUYHUTE NogaToLm of cTaB (2)
TOYKa a) Ha OBOj U/eH MpeKy LLeJIOCHO MW AeNyMHO aBTOMaTu3vMpaHa obpaboTtka Ha NMyHuTE
nozatouu nau apyra obpabotka Ha IMYHKM NogaToLu, Tpeba HajManky Aa rmondatu:

- XapABEpPOT (Ha NpUMep: CepBEPW, NanNTOMNW, XapAAUCKOBU N APYTM MeANYMWN);

- codTBEPOT (Ha NMpUMeEpP: ONepaTUBHU CUCTEMU U COPTBEPCKM MpOrpamun pasBueHU 3a
notpebute Ha KoHTposaopoT);

- KOMYHUKaLUMCKN KaHann (Ha npumep: ONTUUKN Kabaw, MHTepHeT, 6e3xnyHa MpexHa
TexHonormja — Wi- Fi);

- JOKYMEHTN BO XapTveHadopma (Ha npumMep: nevyateHn 4OKyMeHTH, GOToKoNnM).

(4) MpoueHaTa Ha pu3nuMTe 04 cTaB (2) Touka 6) Ha OBOj uneH, Tpeba Hajmanky Aa rv
ondaTtm:

(@) yTBpAyBake Ha noTeHUMjanHUTE BAWjaHMja 1 edekTn Bp3 npasata u cnobogute Ha
bur3nyknTe ML Ha KO Ce OAHeCyBa 1 Toa 3a CNefHUTe NOTeHLMjasHM 3aKaHW, OAHOCHO HacTaHu:

- HeOBJIaCTeH NpucTan Ao MYHUTE NoaToLy;

- HernocakyBaHu NPOMEHWN Ha IMYHUTE NoAaTOLM; U

- NPUBPEMEHa WK LieSIOCHA HeAOCTanHOCT A0 IMYHUTE NOAATOLMN.

(6) naeHTMdMKYBabe Ha N3BOPUTE HAa PU3MK KOj LUTO MOXe Aa buae nNpuymMHa 3a CeKoj
HemnocakyBaH HacTaH, a UMajKu T NpeABUA BHaTPELLHUTE U HAaZBOPELLHUTE YOBEUKM pecypcu (Ha
npumep: aAMUHNCTPATOPOT Ha MHGOPMALIMCKMOT CUCTEM, OBAACTEHOTO J/IMLLE, HAABOPELUHNOT



Hanmaray, KOHKYPEHT), Kako W Apyrute BHaTPELIHN M HaZBOPELLUHW U3BOPM (Ha MpuMep: BOZAa,
onacHW MaTtepujanu, noxap, BUpYycC).

(B) naeHTMdMKyBarme Ha MOXHUTE 3aKaHM KoM 61 Moxene Aa ce cayyaT npeky Meanymu
OZ KOW 3aBWUcaT NIMYHUTE nojaTtoun (Ha npumep: xapaBep, COPTBEP, KOMYHUKALIMCKU KaHanw,
AOKYMEHTM BO xapTueHa popmMa, UTH.), a KOU Moxe Aa buaar:

- ynotpebeHn Ha HecoozBeTeH HauvH (Ha npumep: 310ynoTpeba Ha OBAaCTyBakaTa,
rpelka Npu pakyBabe);

- U3MeHeTn (Ha nNpumep: ,3apa3eH” codptBep nan xapasep — keylogger, nHcTannparbe Ha
3/10HamepeH codTBep, UTH);

- n3rybeHun (Ha npumep: kpaxkba Ha nanton nan ryberwe Ha memopucku ypeg — YCB);

- HabsbyayBaHM (Ha NpuMep: reoaokalmja Ha onpemara);

- owTeTeHM (Ha NpUMep: BaHAaAM3aMm, Aerpajaunja 3apaam NpuposHo abetse);

- NpeonToBapeHu (Ha NpUMep: MeAMyMOT 3a CK1agmpatbe e LenocHo nonoaHet, denial of
service attack v cn.).

(r) YTBpAYyBate Ha NOCTOJHN WAM MAAHMPAHM MEPKM LITO OBO3MOXYBaaT peluaBake Ha
CeKoj pun3mK (Ha MpyUMep: KOHTPOIa Ha MpwWcTan, CUrypHOCHM Konuu, nHGopmaLMcka peBmn3opcka
Tpara, 6e36eAHOCT Ha NPOCTOPUNTE, KPUMNTUPaHE NN aHOHMMKU3aLWja).

() OueHyBare Ha CeprMO3HOCTa M BEPOjaTHOCTa Ha PU3NLMTE, BO OAHOC Ha NPETXOAHMUTE
eNeMeHTV NpeABuAEeHM BO OBOj CTaB (Ha NpuMep: ckana LITO MOXe Aa ce KOPUCTU 3a NPOLIeHKa:
3aHeMap/vBa, yMepeHa, 3HayajHa 1 MakCMManHa).

(5) KOHTposopOT 3af0/MKUTENHO BPLUM CpOBeAyBake M MpoBepka Ha MaaHupaHute
MepPKM 0Z CTaB (2) Touka B) Ha OBOj U/EH, a CO Lien aa ce obe3beamn aeka Tve ce NpUMeHyBaaT u
TEKOBHO ce TecTupaar.

(6) KOHTPONOPOT 3a0/MKUTENHO CNPOBeAyBa NEPUOAUYHN 6e36eHOCHN NPOBEPKM OZ
cTaB (2) TOUKa r) Ha OBOj YJeH, 3alUTO Ce MNOAroTByBa akLUMOHEH MJaH, YMja MMMNAEMEHTaUMja ce
CNefun of CTpaHa Ha pakoBOACTBOTO Ha KOHTpoiopoT.

HuBoa Ha mepku 3a 6e36egHOCT Ha o6paboTkaTa Ha IMYHNTE NojaToum

Unen 8

(1) 3emajku rv npeaBug NpuposaTta, 06eMoT, KOHTEKCTOT U LennTe Ha obpaboTkaTta, Kako
N pU3MLUTE CO pa3IMuHa BepOojaTHOCT M CEPMO3HOCTa 3a npasaTta u cnoboante Ha PUsnMUKKTE
nua, KOHTpoNopoT e AoMXKeH Aa NPUMEHW COOABETHO HMBO Ha TEXHWUKM M OpraHm3aumncku
MepKM Koe Ke brae NponopumoHaIHO 1 Ha akTUBHOCTUTE 3a 06paboTka Ha IMUYHUTE MOoAATOLM.

(2) TexHNUKNTE N OpraHM3aLNCKNTE Mepku o4 cTaBoT (1) Ha OBOj uneH ce kKnacudpuumpaat
BO AB€ HMBOa:

- CTaHAAPAHO; 1

- BMCOKO.

MpumeHa Ha HMBOa Ha Mepku 3a 6e36eaHOCT Ha
o6paboTrkaTta Ha IMYHUTe NoAaTouMU

Unen 9



(1) KoHTponopoT e oAroBOpeH 3a ycornaceHocta BO OAHOCHAa HMBOTO Ha MepKWU 3a
6e36eaHOCT Ha 0bpaboTkaTa Ha IMUYHUTE NOAATOLM KOE Ke O MPMMEHN BO COFNACcHOCT CO YEHOT
8 oz 0BOj NpaBuaHKK, Npu WTO Tpeba aa 0be3bean cOOABETHO HMBO Ha 6e36e4HOCT Ha INYHUTE
nozaTtoLuu, BKNy4yBajKu 3allTUTa O HeOBAACTEHA AN He3aKOHCKa 06paboTka, Kako v 3aluTuTa o4,
HWUBHO C/lyYajHO rybemse, YHULITYBakEe UAN OLUTETYBakHbE.

(2) KOHTpONOpOT ja AEMOHCTPUPA NPUMEHaTa Ha MepKuTe cnopes bapatbata yTBpAEHM BO
ctaBoT (1) Ha OBOj U/ieH, BKNYYyBajKM T NMPUUYUHUTE U OCHOBMKTE 3a M3OOPOT Ha NMpUMeHaTa Ha
CTaHAAPAHOTO, OA4HOCHO BUCOKOTO HUBO.

. CTAHAAPAHO HUBO
[ oKkymeHTaumja 3a TEXHUUKN N OPraHM3aLMCcKu MepKu

Unen 10

(1) KoHTtposiopot BO [loanTmkarta 3a CMCTEMOT 3a 3alWTUTa Ha JUYHUTE MoAaTouu U
yTBpAyBa ¥ Hayenata 3a 6e36e4HOCT 1 3alITUTa Ha IMYHUTE NOoAaTOLM.

(2) Bp3 ocHoBaHa [lonanTmkata 3a CMCTEMOT 3a 3aWTUTa Ha JWYHUTE MNOAaToUW,
KoHTponopoT foHecyBa nogeTasHu NOAUTUKN M NPOLIEAYPU BO KOW Ce OMULLIAHN TEXHUYKUTE U
OpraHM3aunckn Mepkn 3a OBAacTeHUTe JiMua KoM MmaaT npuctan 4O NNYHWUTE nogaTouu U Ao
NHOOPMaLNCKMOT cncTem U nHbopmMaTnuka nHbpacTpykTypa.

(3) JokymeHTMpaHUTe NnpoLecH of CTaBoT (2) Ha OBOj YneH 0COHeHO ce oaHecyBaaT Ha:

- naeHTndukaumjaTa, oLeHkaTa u knacudurkaumjata Ha pU3NKOT Ha NPOLLECUTE CO KOW ce
BpLWM 06paboTka Ha NMUYHUTE NojaTouM (aHaNn3a Ha PU3NK);

- OMWT OMUC Ha TEXHWYKUTE W OpraHn3aunckmMTe Mepku 3a obesbesyBarbe TajHOCT U
3alTMTa Ha obpaboTkaTa Ha IMYHUTE NOAATOLM COOABETHO Ha PU3MKOT;

- aKTMBHOCTW 3a 0byKa M NMOAWUrHYBake Ha CBeCTa Ha PakoOBOACTBOTO W BpaboTeHUTe 3a
npuBaTHocTa 1 6e3beaHOCHUTE pu3mLm Bo KOHTpoaopoT;

- An3ajHMpatbe, pa3BMBatbe U OfpXKyBake Ha cOPTBEPCKMUTE NporpamMu 3a obpaboTka Ha
NNYHUTE MojaTouK, a OCOBEHO Of acnekT Ha TeXHMUKA U MHTerpupaHa 3alTuta Ha AUYHUTE
nogatoum (Data protection by design and by default);

- HauyMHOT Ha obe3besyBarbe Ha aBTEHTMKAUMja Ha OBJlIAaCTEHUTE J/NLa BO
NHPOPMALIMCKNOT cnUCTeM;

- HaUMHOT Ha 0be3besyBare Ha KOHTPOJIA Ha NpUCTan A0 MHGOPMALIUCKUOT CUCTEM;

- HaUMHOT Ha obe3benyBarbe eBNAEHLUMja 3@ CeKOj NpucTan 40 MHGOPMaLMCKMOT CUCTEM
(Ha npumep go: onepatuBHUTe cuctemy, 3awTtutHUOT sug (firewall), cepBepoT aunzajHupaH
cneumjanHo 3a ynotpeba kako cepep 3a gatoTeknu (file server), 6a3nTe Ha nogatouy;

- HAUYMHOT Ha ynpaByBahe CO UHUMAEHTW (MHLUMAEHTUKOW]a HapyLlyBaaT AOBEPIMBOCTa,
WHTErpuTeToT MAN AOCTAaNHOCTa Ha INYHUTE NOAATOLN);

- HAUMHOT Ha 0be3besyBarbe Ha onpemaTa Ha KOHTPOIOPOT Ha Koja ce BpwKn obpaboTka
Ha IMYHUTE nogaTtouu;

- HAUMHOT Ha obe3besyBarbe Ha NPEHOCNBUTE MEANYMU;

- HAUMHOT Ha 3alUTUTa Ha BHaTpELUHaTa MpeXa Ha KOHTPOJIOPOT;

- HaUMHOT Ha 0be3besyBare Ha cepBepuTe 1 BeH-CTpaHMLLaTa Ha KOHTPOIOPOT;



- HAUYMHOT Ha EBUAEHTUPaAtbE M YyBake Ha JOKYMeHTauujaTa 3a cobTBepCKMnTe Nporpamm
3a 0bpaboTka Ha NMUYHMTE nojaTouw;

- 06BpPCKMTE N OAFOBOPHOCTUTE Ha afMMHUCTPATOPOT Ha MHPOPMALMCKMOT CUCTEM M Ha
OBNlaCTEHUTE IMLLa NPU KOPUCTEHE Ha JOKYMEHTUTE U MHGOPMATUUKO KOMYHMKaLMCKaTa Onpema;

- HAUMHOT 1 NpoLLecUTe 3a NpujaByBakbe, peakLmja U CaHUpPake Ha HLMUAEHTY;

- HaUMHOT Ha MpaBeHe Ha CUTYPHOCHA KOMWja, apxvMBUpake W uYyBakbe, Kako M 3a
NMOBTOPHO BpaKakbe Ha 3a4yBaHUTE NMYHWU NOJaTOLW;

- HAUMHOT Ha YHWULWITYBatbe Ha JAOKYMEHTUTE, KaKO W 3@ HAUMHOT Ha YHWULLTYBahse,
bpuLLEerbEe U UNCTEHE HA MEANYMUTE;

- dusnuka 6e3begHOCT;

- HAUMHOT Ha aHraxxmpare 1 KOHTpOa Ha HagBopeLLHW cybjekTn (06bpaboTyBaun);

- AMHaMWKa M HauMH Ha BpLUete Ha NEPUOANYHM KOHTPOAM, Kako K mnpoLecuTe 3a
BPLUEHE Ha BHATPEeLUHa KOHTPOAa; U1

- APYTN MEPKM KON KOHTPOIOPOT MM NMPMMeHyBa BP3 OCHOBA Ha aHa/in3aTta Ha pu3unKoT.

(4) AokymeHTaumjaTta og ctaBoBuTte (2) 1 (3) Ha OBOj U/IeH, KOHTPOJOPOT ja MeHyBa U
[OMNOJIHYBa KOra Ke ce Ha npaBaT MPOMEHW BO MHPOPMALMCKMOT CMCTEM U MHbOpMaTMUKaTa
MHPpPACTPYKTypa, a HajManKky eAHalw rOAMWHO BPLUM HEJ3MHO OLEeHyBake, eBaiyaunja u
axypuparbe.

1. TexHUUKM Mmepkm
ABTeHTMKaLMja Ha OBJlacCTEHUTE InLa

Ynen 11

(1) KoHTponopot obe3besyBa HajaBaTta BO MHGOPMALMCKMOT CUCTEM Ja Ce BPLUM Npeky
eMHCTBEH naeHTUdMKaTOp KOj Ce NoBp3yBa CaMO CO eAHO OBIACTEHO /L.

(2) Bo cornacHocT coctaBorT (1) o4 0BOj YUNeH eANHCTBEHMNOT UAEHTUUKATOP KOHTPOAOPOT
MoXe ga ro obesbean npeky:

- MHbopmaumja Koja eANHCTBEHO OBMACTEHOTO AWUE ja 3Hae (Ha npumep: efVHCTBEHO
KOPUCHUYKO MMeE M NO3MHKa 3a Cekoe OBacTeHO Auue, MPWU WTO N03MHKaTa Tpeba aa buae
cocTaBeHa Of KoMbuHaumja Ha HajManky ocyM andaHymepuuku Kapaktepu 6ykBu (Mann wu
ronemu), cumbonn, 6poeBn N NHTEPMYKLMCKN 3HaLUW;

(3) ABTeHTMKauujaTa Ha oBiacTeHuTe Anua, KOHTPONOPOT ja BPLIW HajManKy Npeky eaeH
04, HaBEeAEHUTE HAaUMHWN OZ CTaBOT (2) Ha OBOjuNeH. Bo 3aBMCHOCT of aHanu3ata Ha pU3MKOT, 3a
OApPezeHN OBAACTEHWN INLLA UM 3a CUTe, MOXKE Jia Ce NPUMEHU 1 KOMBUHaLMja o ABa UM NOBeKe
dakTopn Ha aBTeHTMKauuja (Ha npumep: €AVHCTBEHO KOPWUCHUYKO WMEe W 03MHKa BO
KoMbuHaumja co ynoTpeba Ha NaMeTHa KapTnyka).

(4) KOHTpONIOpPOT 3a0/KUTENHO BOAW €BUAEHUMja 3@ OBAACTEHUTE uua KoM Mmaat
aBTOpV3MpaH npuctan A0 AOKYMEHTUTE U MHGOPMALIMCKMOT CUCTEM, KakO WM BOCMOCTaByBa
nocranku 3a naeHtndourkaumnja n NpoBepka Ha aBTOPM3MPaHMOT Npucran.

(5) Kora npoBepkaTa ce BpLUX BP3 OCHOBA Ha KOPUCHUUKO UMe 1 103nHKa, KoHTpoaopoT
cekoralwl rv npvMeHyBa npaBwuiata KOV ja rapaHTMpaaT HMBHaTa AOBEPAMBOCT U UHTErputeT
npunpujaByBakbe, AOAe/NyBatbe W UyBarke Ha WCTUTE, MPU LITO JIO3UHKUTE 3aZ0/XKUTENHO



aBTOMATCKWN Ce MeHyBaaT Mo U3MWHAT OonpeeseH BPEMEHCKN NEPUOZ BP3 OCHOBA Ha aHasiuM3aTa
Ha PU3MKOT KOj HEe MOXe Aa buae NoAoAT O4 TPU Meceuu.

O6e36eayBatbe Ha onpemara Ha Koja ce BpLuun
obpaboTka Ha IMUHUTE NoAaToLmn

Unen 12

(1) KoHTponopoT e poskeH fga 06e3bean NMprMeHa Ha TEXHWUKM MEPKU CO KOu ce
0b6e3besyBa onpemata Ha Koja ce BpLwmM 0bpaboTka Ha IMUHUTE NOZATOLM U TOa:

- aBTOMaTM3MpaHO OjjaByBate 04 WMHOOPMALMCKMOT CUCTEM MOCAE WU3MWHYBare Ha
onpeseneH Nepmnos Ha HeakKTMBHOCT (He NoAoaro o4 15 MUHyTK). 3a NOBTOPHO aKTMBMPaHe Ha
CUCTEMOT, KOHTPOIOPOT Tpeba fa obe3bean geka oBnacTeHWUTe ML NpucTanyBaaT co NpUMeHa
Ha aBTeHTMKaLujaTa BO COrNacHoOCT co uneH 11 of 0BOj NpPaBUIHUK;

- BO CJlyYaj Ha ogpeseH 6poj Ha HeycnewHW obuam 3a HajaByBake Ha MHPOPMaLMCKMOT
CcncTeM, KO ce BO CMPOTUBHOCT CO MOJIMTUKUTE 3a aBTEHTMKAaLMja Ha KOHTPOAopOoT, Tpeba aa ce
obe3bean aBTOMaTM3NPaHO OThpaarwe 0Of MHOOPMALMCKMOT cuctem. BpojoT Ha HeycnewHwu
06bMAN KOHTPONIOPOT rO OnpejesnyBa COOABETHO Ha PU3MKOT M Mpupogata Ha paboTata u
paboTHMTEe Mpouecn BO O4HOC Ha obpaboTkata Ha JAMYHWUTE MOAZATOLM, HO He MOBEKe Of neT
nocnegoBaTeNHN HeycnewHn obuaw;

- WHcTanmpaH 3awTtuteH sug (firewall) 1 orpaHunuyyBare Ha OBfacTeHUTE MOPTU 3a
KOMyHMKaLMja Ha OHMe LITO Ce CTPOro HeonxoAHu 3a npaBuaHa pabota Ha codTBepckuTe
nporpamMu MHCTannMpaHu Ha paboTHMTE CTaHULM Ha KOHTPOJIOPOT;

- PEfOBHO axypupaH aHTMBUPYCeH codTBEp M AedUHMpaHa MOAUTUKA 3a PELOBHU
axypuparba Ha CopTBEPCKMTE NPOrpamu;

- KOHUrypupaHu codptBepckn nporpamm Taka LTO H6e36esHOCHUTE axypuparba Ja ce
BpLUAT aBTOMATCKW;

- 3auyBYyBake Ha MOAATOLMTE Ha KOPUCHULIMTE Ha CepBepMTE Ha KOHTPOJNOPOT 3a KOu
PefOBHO Ce MpaBM CUTYPHOCHA KOMWja, @ BO C/lyyaj Kora nojaTtouuTe ce 3adyByBaaT JIOKaaHO,
3al0/KUTENHO CO MEPKMW 3a CUHXPOHM3aLIMja UK CO Pe3epPBHM AOMONHUTENHM MEPKM 3a 3aliTuTa
BP3 OCHOBA Ha aHa/in3a Ha PU3MKOT;

- OrpaHuuyyBawe Ha onuujata 3a NpukaydvyBakwe Ha npeHocamsute meguymm (YCB,
HaZBOPELLHWN Xap4 ANCKOBU U C.) KOH CUCTEMUTE CO NPUMapHa Ba>KHOCT;

- UCKNyYeH aBTOMATCKN pexum Ha paboTta 3a npeHocansute megnymm (Disable autorun
for removable media);

- anatkuTe 3a JaneuyvMHcka agMUHUCTpaumja Mopa Aa buaaT HarogeHW Ha HauuH LWTO
NPETXOAHO 3aj0/KNTENHO Tpeba aa 0be3besat cornacHOCT o4 KOPUCHUKOT (OBNACTEHOTO NLE)
Ha paboTHaTa CTaHuMLUa nNpes KakBa 6110 MHTepBeHUMja Ha camaTa paboTHa CTaHMLa;

- HarogyBarte Ha WHOOPMAaLMUCKMOT cucTeM Kkoe Ke obesbeanm peka KOPUCHUKOT
(oBnacTeHoTo Aunue) Ha paboTHata CTaHWLA MOXe Aa 3abenexu ganv ce BPLUM JaneynHcKa
aAMUHUCTPaLMja, Kako 1 3aToa Kora ncraTta 3aBplunaa (Ha npumep co npukaxkyBake Ha nopaka
Ha eKpaHoT Jeka AaneynHckaTa agMUHUCTPaLIMja 3aBpLumnaa); u

- NPUKAYYyBakbe Ha MHGOPMALMCKMOT CUCTEM (KOMMNjyTEPUTE U CEPBEPUTE) HA eHepreTcka
MpeXka NMpeky ypes 3a HENMPeKNHaTO HanojyBakbe.



(2) NMokpaj mepkunTe o4 ctaBoT (1) Ha OBOj U/eH, BP3 OCHOBA Ha CNpoBeAeHaTa aHaan3a Ha
PU3KK, JOKONKY Ce YTBPAW 3a NOTPEOHO, KOHTPONOPOT MM NPUMEHYBA U CIeAHUTE MEPKMN:

- 3abpaHa Ha paboTa co nNpe3eMeHn COPTBEPCKM NPOrpaMm KO He goaraat og 6e36eHu
n3Bopw;

- orpaHuuyyBake Ha ynotpebata Ha codTBepckuM nporpamu wWTo  Hapaat
aAMVHUCTPATOPCKM NpaBa;

- bpuwere Ha nogaTouuTe WITO ce HaofaaT Ha paboTHa cTaHMua Koja Tpeba ja ce
npeaagae;

- BO C/lyyaj paboTHaTa cTaHUua Aa buae KOMNPOMUTUPAHA, 3a40/KUTENHO NCMUTYBakE U
MO MOXHOCT MpPOHaofake Ha M3BOPOT, Kako 1 KakBa 610 Tpara o4 ynasoT BO MHPOPMaLMCKMOT
CUCTEM Ha KOHTPOJIOPOT, CO LieNl OTKPUBaHE Aann Ce 3arpO3eHn U ApYrn eNneMeHTy;

- axXypupahe Ha copTBepckMTe Mporpamu kora ce uaeHTUdukyBaaT W rm Kopervpaat
KPUTUUYHUTE HeAOoCTaToLW;

- MHCTannpahe Ha axypuparba Ha onepaTtMBHUTE CUCTEMM CO aBTOMaTCKa BepudumkaLmja
COr/NIaCcHO NMpoLeHaTa Ha PU3KMK, a HajMaKy eAHall HeAeNHO; U

- MOAMUTHYyBak€e Ha HUBOTO Ha CBECHOCT BO OAHOC Ha TOa, Ha LUTO OBAACTeHUTe vua Tpeba
Aa ce MocBeTaT M NOAATOLM 3a KOHTAKT Ha /vuaTa WTo Tpeba Aa rv KOHTaKTMpaaT BO C/y4aj Ha
WHUMAEHT WK NOjaBa Ha HeEOBWYEH HacTaH WTO BAMjae Ha MHPOpMaLMmTe U KOMYHMKaLmMjaTa Ha
CUCTEMUTE Ha KOHTPOJIOPOT.

Cerperauuja Ha AO/HDKHOCTU U OATOBOPHOCTYN

Unen 13

(1) KoHTponopoT ru yTBpAyBa OBnacTeHMTe vua kou Tpeba ga vMmaaT npucran Ao
MHPOPMALIMCKMOT CucTeM npu  wWTo obe3besyBa jacHa nogenba Ha AOMKHOCTUTE U
OArOBOPHOCTUTE Criopes, NpaBmaoTo ,MOTPebHO e Aa 3Hae"”, OAHOCHO JeKa OBNAaCTEHOTO ANLLe Ke
MMa npuctan camMoO A0 OHME JIMYHW MNOoJAaToLM 3a KOWM MMa HeonxogHa noTpeba 3apagu
N3BpLUYyBaHE Ha CBOUTE AOJKHOCTH.

(2) KoHTposnopotr obe3besyBa noB/iekyBake Ha MNpaBaTa Ha Npuctan BejHaw no
NpecTaHOKOT Ha OBaacTyBaraTa 3a npucrarn.

(3) KoHTposiopOT BplwKM MNpoOBepKka W axypuparwe Ha npuBuaernMte 3a npucran Ao
NHPOPMALIMCKMOT CUCTEM Ha oBJslacTeHUTe auua. [poBepkaTta ce BpLWKM 3a Nepuoan Kou ce
onpegenyBaaT BP3 OCHOBA Ha aHa/iM3aTa Ha pU3MKOT, @ HajManKy KBapTaaHo.



KoHtpona Ha npuctan g0 nHPOPMaLUCKNOT CUCTEM

UneH 14

(1) OBnacteHuTe AMLA 3aA0MKUTENHO MMaaT aBTOPU3MPAH MpUcTan camo A0 ANYHUTE
nogatoun 1 MHGOPMATUUKO KOMYHMKaLMCKaTa onpema KO ce HEOMNXOAHW 3a MU3BpPLUYBake Ha
HVBHWTE PaboTHM 3agaun.

(2) KoHTposopoT BOCMOCTaByBa MeXaHUM3MW 3a Ja Ce OHEBO3MOXW npucTanHa
OBJIaCTEHUTE NMLA A0 INYHUTE NoAaTouUN N MHGOPMATUUKO KOMYHMKaLMCKaTa onpema co npasa
Pa3/INYHM OA TUE 3a KON Ce aBTOPU3NPaHW.

(3) AAMUHUCTPATOPOT Ha MHOOPMALMCKMOT CUCTEM KOj € OBNACTeH Of AVUPEKTOPOT Ha
KoHTposiopoT, rv goaenysa, MeHyBa Wi oa3emMa nNpuBuaernmTe Ha aBToOpM3MpPaHNoOT Npucran 40
NNYHMTE nogatoum 1 MHPOPMATUUKO KOMYyHMKaLMcKata onpemMa caMO BO COMaCcHOCT CO
KpUTEpUymMmnTE KO Ce YyTBPAEHW Of CTpaHa Ha KOHTpoaopoT.

O6e36epyBatbe eBuaeHUMja 3a cekoj npucran (logs)

Unen 15

(1) Co uen pa 06e36eam naeHTMGUKYBate Ha CEKOj HEOBAACTEH (M3MaMHUYKN) NPUCTaNnA
n 3noynotpeba Ha AMYHM MOAATOLM, Kako M Ja ce YTBPAM MOTEKAOTO Ha OBME WHLUMAEHTH,
KoHTponopoT BocnoctaByBa v BOAM eBUAEHLMja 3@ CEKOj nNpucTan A0 MHGOPMaLMCKMNOT CUCTEM
- logs (Hanpumep: opf onepatuBHWUTe cucteMu, of 3awTuTHuMoT sua (firewall), cepsepot
An3ajHMpaH crneynjanHo 3a ynotpeba kako cepsep 3a gatoteku (file server), 6asnTte Ha nogatouy;

(2) EBnageHuymjata oa ctaBot (1) Ha 0BOj uneH Tpeba Aa M coap>u 0cobeHO cneaHuUTe
nozaTouu: MMe 1 Npe3nMe Ha OBIAaCTEHOTO AnLe, paboTHaTa CTaHMLa oZ Kaje ce npucTanysa 4o
MHPOPMALIMCKMOT CUCTEM, AaTyM W BpemMe Ha MpucTanyBarbe, JIMYHW MOAATOLM KOH KOWU e
npuctaneHo, BMAOT Ha MPUCTanoT CO onepauunTe KOW ce npe3eMeHn npu obpaboTka Ha
nozartouuTe, 3aNuC 3a aBTOpuM3alMja 3a Ccekoe NnpucTanyBake, 3annc 3a CeKOj HeaBTOpPU3NpPaH
npucTan n 3anuc 3a aBToMaTu3npaHo otdpaame o4 MHGOPMALIMCKNOT CUCTEM.

EBnaeHUMjaTa 04 TOUKa 2 Ha OBOj UJIEH e COCTaBEeH JeNl Ha OBOj NpaBuaHuK v e (Mpunor
6p.1).

(3) Bo eBumgeHuwjata og cTtaBoT (1) Ha OBOj 4YneH ce BHecCyBaaT W nogaTtoun 3a
naeHTNdrKyBare Ha MHPOPMALIMCKMOT CUCTEM O KOj Ce BpLUM HajBopelwleH obua 3a npucran
BO onepatuBHUTE QYHKLUN UAU INYHUTE nogaToum 6e3 noTpebHOTO HMBO Ha aBTOpM3aLvja.

(4) OnepauunmnTe KO OBO3MOXYBaaT eBUAEHTMPaHE Ha nogaTtounte og ctasosute (2) v (3)
Ha OBOj uneH Tpeba Aa bBugat KOHTPOAMPaAHM Of CTpaHa Ha odMLEpPOT 3a 3alTUTA Ha ANYHUTE
nogatouu n/van o Apyro OBaAacTEHO NnLEe O KOHTPOJIOPOT KOe MM MMa NoTpebHuTe 3Haewa U
BELUTMHW, HO HEMa aAMUHUCTPATOPCKN NPUBUAETUN N NCTUTE 3a40MKUTENHO Tpeba aa bmaat Ha
rofleH” Ha TakoB HauMH LUTO HEMa Ja MOXe Ja ce AeakTuBmpaaTt. Bo ogHoc Ha eBugeHLmjaTa Ha
nogarouuTe 3a MNpucTan, KOHTPONOPOT MOXe Aa KOPWUCTM W anatkM Kowu nojatouuTte ru
reHepupaaT BO e4HOCTaBHa 1 fleCHO pa3bupanea popma 3a umTame.

(5) EBnaeHunmjata og ctaBoT (1) Ha OBOj UNEH Ce YyBa HajMasiKy NeT rOANHMN.



(6) OduuepoT 3a 3aWTUTa Ha ANYHUTE NOAATOLM BPLUM KOHTPOJA Ha nojatounte o4
ctaBoBuTe (2) n (3) Ha OBOj uNeH, M3roTByBa W3BELUTaj 3a W3BpLIEHATa NpoOBepka M 3a
KOHCTaTUpaHuTe HeNpPaBuUAHOCTU.

(7) KoHTposopoT M un3BecTyBa OBJlACTEHUTE AMLA 3@ BOCMNOCTaBEHUMOT CUCTEM 3a
eBuAeHUMja 3a npucTan 4o MHGOPMaLMCKMOT CUCTEM.

(8) KoHTponopoT obe3zbeayBa 3aliTMTa Ha CMCTEMOT 3a eBWUAEHUMja 3a npuctan Ao
MHPOPMALIMCKMOT CUCTEM, Of OMNO KakoB HeOBAcTeH MpucTan, OcobeHOo Ha auuarta uuja
aKTMBHOCT Ce eBUAEHTMPA Ha CUCTEMOT 3a eBUAEHLMja.

(9) KoHTponopot obe3besyBa seka OBlacTeHUTE /uvLa 3a yrnpaByBakbe COCUCTEMOT 3a
eBVAeHUMja 3a npuctan 40 MHPOPMaLMCKMOT CUCTEM O M3BeCTyBaaT PakOBOACTBOTO 3a Koja
6buno aHomanuja man 6e3besHOCEH MHUMAEHT, BeAHall, a HajaouHa BO pokoa 12 vaca oz
MOMEHTOT Ha MHLUMAEHTOT.

(10) KoHTponopoT ja n3BectyBa AreHuujaTa 3a 3aliTMTa Ha IMYHUTE NOAATOLM 3a Cekoe
HapylwyBarke Ha 6e3begHOCTa Ha /JMYHMTE MOAATOLM, a AOKOJKY MOCTOM BepOojaTHOCT Aa
npeAn3BuKa BUCOK pM3KK 3a Npasata n cnoboante Ha GU3NUKMUTE ML, U CyBjeKTUTE Ha INYHUTE
noZaToum 3a Ja MOXaT Aa MM orpaHuyaT nocaeanumnTe o4 HapyLlyBarweTo Ha 6e3begHocTa.

(11) KOHTpONOPOT He cMee fa M KOpUCTM nHbopmaunmTe o4 eBMAeHLUMjaTa 3a npucran
240 MHOOPMaLIMCKMOT CUCTEM 3a Lienl pasivyHa of Taa geka MHGOPMaLMCKMOT CUCTEM Ce KOPUCTU
COOABeTHO (Ha npumep: ynoTpeba Ha 3anuMcuMTe 3a Mepere Ha 4YacoBuTe Ha BpaboTeHMoT
npeTcTaByBa 3/0ynoTpeba Ha HGOPMALMCKMOT CUCTEM).

O6e36eayBatbe Ha NPEHOCIMBUTE MeANYMU

UneH 16

(1) KoHTponopoT cornacHoO aHanM3aTa Ha PY3NKOT O HapyllyBake Ha be3beaHocTa Ha
NNYHUTE NOZaTOLM BO CAyyajHa Kpaxkba uav Apyr HauuH Ha 3aryba Ha NPeHOCANBUTE MEeANYMMU
(MObunHa onpema) Ha Kou ce BpWK 0H6paboTka Ha AMUYHUTE MOAATOLMN NMPUMEHYBA COOABETHU
TEXHUYKN MEPKMW.

(2) TexHnukuTe Mepkute og ctaBoT (1) Ha 0BOj uneH ro ondakaaT HajManKy CI1eAHOTO:

- noauratbe Ha CBecCTa Ha OBJACTeHUTe AnMua 3a cneunduyHUTe PU3MLM MOBP3aHU CO
KOpUCTEHE Ha MPEHOCIVMBU MeauymMu (Ha npumep: kpaxba Ha onpemarta) U YTBpAeHUTe
npoueaypv 3a HaManyBake Ha OBME PU3MLLK;

- CNpoBeAyBarbe Ha Mepku 3a MpaBere Ha CUTYPHOCHa pe3epBHa KOMuja Wau
CUHXPOHM3aLMja Ha MOBMAHUTE PabOTHM CTaHWLK, CO Len Aa 3alTmTaT o4 rybere Ha 3auyBaHUTe
nogartouu;

- ynoTpeba Ha ycayru Bo obnak (cloud services) 3a npaBere Ha CUT'YPHOCHW KOMUKW CaMO
Mo NPeTxXoAHa aHann3a Ha HUBHUTE yCI0BU 1 6e36eAHOCHM rapaHLmm.

(3) NMokpaj mepknTe 04 CTaBOT (2) Ha OBOj Y/IEH, BP3 OCHOBA Ha CNpoBejeHaTa aHaan3a Ha
PU3KMK, JOKONKY Ce YTBPAW 3a NOTPEOHO, KOHTPOIOPOT MOXeE Aa M NPUMEHN U CAeAHUTEMEPKU:

- orpaHuuyBake Ha 06eMOT Ha nojaTouM KoM MOXe Aa ce 3ayyBaaT Ha MOBuAHUTe
paboTHM CTaHULM Ha OHa LITO € CTPOro HEOMXOAHO CO AOMONHUTENHA 3alTUTa U OrpaHNYyBake
3a Bpeme Ha naTtyBarba, 0COB6eHO BO CTPaHCTBO.

3awTUTa Ha BHaTpelwHaTa MpeéeiXKa



Unen 17

(1) KoHTponopotr ob6e3beayBa 3awTWTa Ha CBOjaTa BHATpeLHa Mpexa npeky
OBO3MOXYBahe CaMO Ha HEOMXOAHWTEe MPeXHU PyHKUUK NoTpebHn 3a obpaboTka Ha AMUHUTE
nogaToum, a ocobeHo npeky:

- OrpaHu4YyBarbe Ha MPUCTanoT A0 WHTEPHET CO BA0KMparbe Ha HEeCYLUTUHCKN YCAyrn u
cepsucu (VolP, peer to peer, TH.);

- ynpasyBatbe co Wi-Fi MpexkaTta koe ondaka KOpuCTeHE Ha HajCOBPEMEHUTE METOAN Ha
kpuntupare (Ha npumep: WPA2 nan WPA2-PSK v co ynotpeba Ha KoMMnaekcHa N03MHKa Koja Ha
onpegeneH BPEMEHCKN NEPUOS ce MEHYBA);

- BO C/lyYaj Ha JafeumHCKM MpurcTan, 3af0/KNTENHO BOCnocTaByBakbe Ha VPN KoHekLmja,
CO 3a/l0/KUTENIHA aBTEHTUKALMja HAa OBNAaCTEHOTO NNLLE;

- obe3zbeayBarbe HUTY efeH afMUHUCTPATMBEH MaHen 3a yrnpaByBake CO COAPXKMHA U
HaroZyBake Ha CUCTEMOT Ja He buae AWPEKTHO AOCTaneH Mnpeky WHTEPHET (AaNeuYnMHCKOTO
O p>XyBahe 3aJ0/KNTENHO Aa ce n3spuin npeky VPN); 1

- OrpaHuWuYyBatbe Ha MPEXHMOT coobpakaj co GuATpupare Ha BAE3HWOT/MOjAOBHUOT
coobpakaj Ha onpemMa CO 3alWTUTEH SWUA, NMPOKCK CepBepw, UTH (Ha NpuMep: ako Beb6 cepBepoT
kopuctn HTTPS, pa ceo 6e3bean Bne3HMOT coobpakaj ga 6buae npekynoprtata 443 u co
6a0KMparbe Ha cuTe Apyrn Npuctanu).

O6e36eayBatbe Ha cepBepute

Unen 18

(1) KoHTponopoT cornacHo aHanmsata Ha pU3nK e JOMKEH Ha BPBOT Ha CBOjaTa NNCTa Of,
acnekT Ha NpPUMeHaTa Ha TeXHUYKWN 1 OPraHM3aunCckm Mepku Ja r'v MMa CBOUTE CEPBEpPU Ha Kowm
ce LeHTpannsnpa obpaboTkata Ha roneMa KomuymHa Ha anyHm nogatoun. Mputoa KoHTponopoT
rM NpuMeHyBa 0cobeHo (HajManky) CnesHUTe MepKU:

- @JVHCTBEHO OBJIACTEHM NINLA KOW T MMaaT NoTPebHUTE 3Haeka MOXe Aa MMaaT npucran
[0 anatkmTe U aAMUHUCTPATUBHM MaHEeNN Ha CepBepuTe;

- MpuMeHa Ha oBaacTyBaka CO MNOMaaKy TMpuUBUAErMM 3@ Auuata KOW He ce
agMVHUCTPATOpU Ha MHOGOPMAUMCKMOT cucTteM (BoobMYaeHW onepaunm 3a CTaHAapAHU
KOPUCHULW);

- nNpuMeHa Ha nocebHa noavTMKa 3a Kpeupare W ynotpeba Ha NO3MHKUTE 3a
aAMUHUCTPaTOPUTE Ha MHPOPMALIMCKMOT CUCTEM (Ha NPpUMepP: MPOMEHa Ha JI03MHKUTE MO cekoe
3aMWHYBake Ha afMUHNCTPATOPOT, ynoTpeba Ha noBeke dakTopcka N03MHKa...);

- MHCTanvpare Ha cuTe BaXKHU axypupana (updates) 3a onepaTMBHUTE CUCTEMMU WL 33
anavKauumTe BO BPEMEHCKN NHTepBan BP3 OCHOBA Ha aHa/iM3aTta Ha PU3NKOT, HO He NOAOATO Of
CeAMUYHO axypupare CO HaroAyBare Ha CUCTEMOT 3a aBTOMAaTCKO axypupame (auto update);

- NpaBeHe Ha CUTYPHOCHW KOMWUN 1N HUBHA peloBHa NPOBepPKa; U

- npuMeHa Ha TLS npoTokon (co 3ameHa Ha SSL13) nam apyr npotokon wTo obesbesysa
wnbpupare M aBTeHTMKaLMja, KaKO MMHMMYM 3a KakBa OMno pasmeHa Ha nogatouu npeky
WHTEPHET 1 NOTBPAA Ha Hej3nHaTa COOABETHA NPUMeHa NpeKy COOABETHM anaTku.

(2) Bo cnyuaj kora ce BpWW agMUHUCTPUpPare Ha H6a3nte Ha NogaToum, KOHTPONOPOT
NPUMEHYBa HajMaKy CnefHUTe MePKW:



- ynotpeba Ha nepcoHanusupaHu npoduam 3a npuctan Ao 6asute Ha nogaToun u
Kpevpare Ha MOCebHO KOPUCHMYKO MMe 3a cekoja anaukaumja (specific account for each
application); n

- NPUMEHa Ha MepKM NPOTMB HaMaAW NPeKy MHjekTupake Ha SQL Kog, CKpUNTU U CANYHO.

O6e3bepyBatbe Ha Be6-cTpaHMLaTa
Ha KOHTpoJIopoT

Ynen 19

(1) KoHTposopoT koj UMa cBoja BeH-CTpaHuMLa Tpeba Aa NPUMEHU TEXHUUKN MEPKMN CO KOU
Ke ro rapaHTMpa TOYHMOT WAEHTUTET Ha CTpaHuuata (pharming prevention), kako u
[OBEPAMBOCTa Ha MHPOPMaLMUTE LITO TN UCrpaka uam rm cobupa npeky Beb-cTpaHuLaTa, v
TOa 0cobeHO Npeky cneaHNTe MepKM:

- MMMNJeMeHTaumja Ha kpunTorpadpckm npotokon (TLS 3ameHyBajku ro SSL) Ha cuTe Beb
CTPaHULUM Ha KOHTPOJOPOT (ako MMa MoBeKe O efHa), KOPUCTEjKM ja eANHCTBEHO HajHOBaTa
BEp3Mja U CO MPOBEpPKa Ha HeroeaTa NpaBWIHa UMMJIEMEHTALM)a;

- 3ajomkuTenHa ynotpeba Ha kpuntorpadckm npotokon (TLS) 3a cute cTpaHmum oa Beb-
CTpaHuuaTa, BKAyUYUTesHO 1 popmynapu 3a cobrpare ANYHM NoAaTOLM UAN OBO3MOXYBahe
aBTeHTMKaLMja Ha KOPUCHWUKOT M Ha OHME Ha KOW Ce MPUKaXkaHW WUau ce MpeHecyBaaT JIMYHU
noAaToLM KON He Ce jaBHO AOCTamnHy;

- OrpaHuyyBare Ha MOpTUTE 3a KOMYyHMKaLMja Ha OHME KOW ce CTPOoro notpebHu 3a
NpaBUIHO GYHKLMOHMPakbe Ha MHCTanMpaHuTe anankaumm. Ako Beb cepBepoT npudaka camo
Bpckn co HTTPS npotokon, camo IP mMpexeH coobpakaj koj BaeryBa npeky noptata 443 e
[,03BOJIEH, @ CMTe APYrv MPUCTaNHW NOpTK Mopa Aa bugat 6aokunpaHy;

- obe3besyBatbe Jeka camoO OB/ACTEHM JMLia Ke MoXaT Aa MmaaT npuctan Jo anaTkute u
aAMUHUCTPaTUBHUTE MHTepdejcn, Npu WTO ocobeHO Aa ce orpaHunym ynotpebata ga 6uge
A0CTanHa camo A0 OBAAaCTEHUTE M@ CO aAMUHUCTPATOPCKN MPUBUIETNIN KOW Ce AeN OA TUMOT
OAroBOpeH 3a MHGopmaTnykaTa TEXHOIOTMja U CaMo 3a aAMUHUCTPATUBHU aKTUBHOCTM LUTO Ce
HEONXOAHW; U

- aKO ce KOpWUCTaT KoJlaunkba LUTO He ce NoTpebHN oA ycayraTa, KOHTposopoT obe3besyBa
NpeTXofHa COrnacHOCT Of MHTEPHET KOPUCHUKOT OTKaKO Ke ro U3BeCT KOPUCHWKOT, a npes Aa
ce AenoHMpa KonayeTo;

(2) KoHTponopoT koj MMa cBoja Beb-cTpaHMLa He Tpeba Aa NpuvMeHyBa NpakTMKM KOW ro
3rosiemMyBaaT pM3MKOT O MOXHa 310ynoTpeba, HecakaHa (CnyyajHa) WM HaMepHa HeoBaacTeHa
obpaboTka Ha NMYHMTE nogaToumn, a 0cobeHo:

- A He npeHecyBa An4YHK nogatouwn npeky URL 6e3 nprvMeHa Ha NpOTOKOA 3a KpUNTUPakbe
(Ha NpumMep NAeHTUPUKATOPU AN NO3UHKN);

- KopucTere Ha Hebe3zbeaHum ycayru;

- ynotpeba Ha cepBepu KOW XOCTupaaT 6a3n Ha nogatouu WUAW CcepBepu Kako paboTHu



CTaHWLM, 0CObeHO He 3a npebapyBatbe Ha BEH-CTpaHULM, NPUCTan A0 eN1eKTPOHCKM NOpakn v
C/IYHO;

- nocTaByBake Ha 6a3nTe Ha NMOAATOLM Ha CEPBEPU KOWU Ce AMPEKTHO AOCTamNHW Mpeky
NHTEPHET; 1

- crnogenyBatbe M ynotpeba Ha KOPUCHWYKMTE CMeTKM (user accounts) nmomery ase wau
noBeKe OBMlacTeHW Anua.

O6BpPCKM M OATOBOPHOCTU Ha aAMMHUCTPATOPOT
Ha NHPOPMALUCKNOT CUCTEM M Ha OBJIaCcTEHUTE InLa

Unen 20

(1) KoHTponopot Bp3 ocHOBa Ha CrnpoBejeHaTa aHaaM3a Ha pusKK, M OnpejenyBsa
06BpCKMTE W OATOBOPHOCTUTE Ha aAMWHWUCTPATOPOT Ha WHPOPMALMCKMOT CUCTEM W Ha
OBJIAaCTEHUTE AWLiA MNPV KOPUCTEHE Ha JOKYMEHTUTe M MHOOPMaTUUKO KOMYyHMKaLmMcKaTa
onpemMa, NPMMeHyBajKu v HajMasnky MepKMTe KOW ce NpeaBMAEHN CO OBOj MPaBUIHUK.

(2) KOHTpO/MOPOT 33J0/KUTENHO BPLWW MNEepUoAMUYHA KOHTposa Hajg paboTata Ha
aAMUHUCTPATOPOT Ha WMHPOPMALMCKMOT cucTtem M m3paboTysBa M3BelTaj 3a M3BpLUEHaTa
KOHTpoOa.

(3) Bo n3BeluTajoT OA CTaBOT (2) ce HaBeAyBaaT KOHCTAaTMPaHUTE HENPaBWUIHOCTU (JOKOAKY
M MMa) U NpeaioXXeHNTe MePKK 3a OTCTPaHyBare Ha Te HeMPaBUIHOCTU.

(4) KoHTponopOT 3a40/KUTENHO M MHGOPMUPa aAMUHMUCTPATOPOT 1N OBAACTEHWTE AnLA OF
ctaBoT (1) Ha OBOj YneH 3a AOKYMeHTaLMjaTa 3a TEXHUUKN N OpraHn3aumncky Mepku Koja ce
OZHecyBa Ha M3BpLUYBaHETO Ha HUBHWTE OOBPCKM U OLrOBOPHOCTU.

MpeBeHnpatbe, peakuyja U caHUpare Ha MHLUAEHTU
(0o6e36epyBatbe KOHTUHYUTET)

Ynen 21

(1) KoHTponopoT Bp3 OCHOBa Ha aHa/nM3aTta Ha pY3uK YTBpAyBa MJaH 3a yrnpaByBare CO
KOHTUHYWTET Ha CBOjOT MHOOPMALIMCKM CUCTEM, BKJIYYYBajKU U CMIMCOK Ha OBlAcTeHUTE Nnua
KOW Ce OArOBOPHW 3a MpeBeHWparbe, Kako M 3a HaBPEMEHO MOBTOPHO BOCMOCTaByBake Ha
AOCTanHoOCTa A0 ANYHMTE NOAATOLM M NPUCTaNoT A0 HMB BO CAyYaj Ha HacTaHaT GU3MUKN UK
TEXHUUKN UHLUAEHT.

(2) CornacHo ctaBoT (1) Ha OBOj ujeH, KOHTPOJOPOT FO oOnpejenyBa HAUYMHOT Ha
ynpaByBate CO MHLMAEHTU KOW ja HapyLLlyBaaT AOBEP/IMBOCTA, MHTErPUTETOT UM JOCTANHOCTA
Ha IMYHMTE NojaToLM.

(3) YnpaByBarweTo CO WMHUMAEHTU Of CTaBOT (2) Ha OBOj uneH, ondaka npujaByBaheE,
peakLMja U CaHVWpare Ha MHLUMAEHTUTE, NMPWU LITO KOHTPOJIOPOT O onpejenyBa HauyMHOT Ha
€BUAEHTUPabe Ha CEKOj MHLUMAEHT, BPEMETO Kora ce MojaBWJ, OBJACTEHOTO AuULE KOj o
NpwjaBMaO, Ha KOTO € NMpujaBeH U MEPKMTE KOW Ce NPe3eMeHn 3a HEroBO CaHNpatbe.



(4) KoHTponopoT rn onpesenyBa Noctankute KoM ce NPUMeHyBaaT 3a NMOBTOPHO BpaKare
Ha NIMYHMTE MOAATOLM U HAaUMHOT Ha eBUAEHTMPare Ha OBnacTeHuTe anua o4 crasoTt (1) Ha
OBOj Y/IeH, KOW TV M3BpLUMAE OMnepaLuuTe 3a MOBTOPHO BpaKkare Ha JIMYHWTE MojaToum,
KaTeropuute Ha JIMYHUTE MOAATOLM KOW Ce BPaTeHW MAN KOW 6une payHO BHECEHW Npu
BpaKakEeTO.

(5) KoHTponopotr o0b6e3besyBa Aeka OBAacTeHMTe auua, obpaboTyBaumte U
nogobpaboTyBaumTe 3HaaT KOro fa ro m3BectaT M npegynpeAat BO Cly4yaj Ha HacTaHat
NHLUNAEHT.

(6) MNpeBeHMpParETO Ha UHLUMNAEHTUTE M ondaka cuTe Mepkin 1 KOHTPOIM YTBPAEHU CO OBOj
NPaBWAHWUK, @ BP3 OCHOBAa Ha CNpoBejeHaTa aHaan3a Ha pU3nK (Ha NpUmep: KOpUCTeHe Ha
HenpekMHaTO HamnojyBare 3a Aa Ce 3alTUTM onpemaTa LTO ce KOPMUCTM 3a obpaboTka Ha
NNYHWTE nojaaTouy, egHOBpeMeHa ynoTpeba Ha noBeke ypeAu BO HM3a 3a 3a4yByBatbe Ha
NnyHuTe nogatoum /RAID TexHonorunja/, peAoBHO TecTUparbe Ha PyHKLMOHANHOCTa Ha ypeaunTe
N CINYHO).

CUrypHOCHM KONMU 1 NOBTOPHO BpaKake Ha
3auyBaHUTe IMYHK nogaToumn (obes3bepyBare
KOHTUHYMUTET)

YneH 22

(1) KoHTponopoT Bp3 OCHOBa Ha aHa/iM3aTa Ha PV3UKOT NMpPaBW CUIYPHOCHW KOMWW Ha
NNYHWTE MOAATOLM Ha PefOBHW BPEMEHCKU MHTepBanW, CO uUen Aa ro Hamann edekTtoT BO
C/lyYaj Ha HUBHO HenocakyBaHO rybere nam olTeTyBame.

(2) CurypHocHute konun og ctaBoT (1) Ha oBoj uneH Tpeba fa ce mpasaT W TecTMpaar
PeAOBHO, 3a LUTO KOHTPOAOPOT ycBojyBa [lnaH 3a obe3bepyBarbe KOHTUHyMTeT (business
continuity plan) koj rm npeaBuayBa cuUTE MOXHW WHUMAEHTU (Ha NpuMep: XapABEPCKM
WHUNAEHT).

(3) KoHTposnopoT Bp3 OCHOBa Ha aHaan3aTta Ha pU3MKOT, 06eMOT 1 BpeMeHcKaTa AMHamMuKa
Ha NMPOMeHa Ha NojaTouuTe, MPaBN CUTYPHOCHN KOMUN BO MHTEPBAAN KOW O MUHMMU3NPaaT
pu3MKOT Bp3 edekTOT Ha MnoAaTouuTe 3a KOWM MpU WHLUMAEHT O6W HacTanuao HUBHO
HermocakyBaHO rybere WAM owTeTyBake. [1puUTOa, KOHTPONOPOT npaBu dparmeHTMpaHa
(incremental back-up), ogHOCHO noefvHeyHa KOMWja Ha AHEBHa OCHOBAa BO OAHOC Ha CuUTe
HacTaHaTW NMPOMEHM BO TEKOT Ha AEHOT, a uenocHa curypHocHa konwuja (full back-up) Bo
PeLOBHN BPEMEHCKN MHTEpBaan MO Herosa OLEeHKa, a HajMasiKy efjHall MECEYHO, Ha HauuWH KOj
Ke rapaHTupa NoBTOPHO BOCMOCTaByBake Ha JOCTaNHOCTa 40 IMYHUTE NOAATOLM BO C/lyYaj Ha
HacTaHaT GU3MUKN AN TEXHUYKM NHLNAEHT.

(4) KoHTpONOPOT 3a40/15KMTENHO ja NpoBepyBa GYHKLIMOHANHOCTA Ha CUTYPHOCHMTE KOMUK
3a BpLUEHE Ha PEeKOHCTPYKLMja Ha IMYHNTE NOAATOLM.

(5) CurypHocHuMTe KonuK ce YyBaaT HaZBOP OZ NPOCTOpPWjaTa BO KOja Ce HaofaaT cepBepuTe
n Tpeba aa ce GM3NUKM 1 KpUNTorpadCkm 3aTUTEHW, 3apaZn OHEBO3MOXXYBaHe Ha KakBa buio
moandukaumja.

(6) KOHTPO/NIOPOT BO OAHOC Ha CUTYPHOCHUTE KOMUW FO NMpUMeHyBa UCTOTO 6e36esHOCHO



HVMBO Ha TEXHWMYKM W OpraHM3auMCcKM MepPKM Kako M 3a NoAatouuTe KOW Cce 3ayyBaHW Ha
onepaTvBHUTE CepBeEpPU Ha KOW BpwK obpaboTka Ha /SIMYHUTE MogaTouM (Ha npumep: o
KPUNTUPaHe Ha CUTYPHOCHUTE KOMWK, CO YyBare Ha 6e36e4HO MeCcTo Ha CMrypHOCHaTa Konwja
3a Koe ce NMPVYMEeHeTU MEPKM U KOHTPOIM KOW FO MUHUMM3MPAAT PU3NKOT OZ NorniaBa, noxap,
Kpaxba W CIMYHO, WM BO CAy4aj Ha AOrOBOPHO peryampare v ayTcopcupame Ha ycayrata,
COOABeTHa 3alTuTa Koja Tpeba aa ja npumeHn n obpaboTtyBayor).

HauuH Ha apxuBupame u
yyBatbe Ha nogarouurte

Unen 23

(1) KoHTponopoT, BO 04HOC Ha JMYHUTE MOAATOLM 3@ KOW CE yLITe He UCTEKON POKOT 3a
HWBHO 4YyBak€ COrNacHO 3aKOH, a 3a KOW npectaHana notpebata o4 HMBHaA HenocpeaHa U
cekojaHeBHa 06paboTka, BpLM apxmBmMpare Ha 6e3beseH HaurH, 0cCOHeHO ako apxMBMpaHUTe
nogatoun ce YyBCTBUTENHW noAaToun (NocebHu KaTeropum Ha AUYHW MNodaToum), Wau
noZaTouu LWTO MOXaT Aa MMaaT CEPUO3HO BAWjaHWE BP3 CybHjeKTUTe Ha JMUYHUTE MOoAaToLM,
[AOKONKY 6BuaaT KOMAPOMUTMPAHMW.

(2) CornacHo cTtaBoT (1) 04 OBOj UNEeH, KOHTPONOPOT ONpesesyBa NocTarnka 3a ynpaByBarbe
CO apXMBCKMOT MaTepujan BO OAHOC Ha Toa Kou nogartoumn Tpeba Aa ce apxvBmpaart, Kako u
KaZe ce YyBaaT M KOj, Kako M Nnoj KOu yCI0BN MMa NpucTan 4o HUB.

(3) KoHTponopOoT 3af0NXKUTENHO AOHecyBa CoozBeTeH fokyMeHT ,Cnucok (mpernea) co
POKOBM Ha UyBare Ha /NMUYHUTE nojaToum” BO KOj Ke bugat coppkaHu MHPopmauumn 3a
MOMEHTOT Ha akTvBMpawe Ha nepuojoT (POKOT) 3a UyBake Ha JNYHWUTE nogaTtoum,
naeHTUONKYBaHNTE Nepuoamn (POKOBM) 3a yyBarbe Ha JMYHUTE MoAaTouM, MPUYUHUTE 3a
yyBake Ha JIMYHUTE MNOAATOLM, 3aKOHCKMOT OCHOB 3a YyBarbe Ha NNYHWUTE nogatouu u
COMCTBEHWNKOT Ha nogaTouure.

(4) KoHTpONOpOT e fO/KEH AOKYMEHTOT OZ CTaBoOT (3) Ha OBOj YNEeH Ja ro peBuaMpa u
ycornacyBa roAvLIHO COracCHO MPOMeEHUTe BO paboTereTo Ha KOHTPONOPOT W 3aKOHCKMTE

YyCNoBK 3a YyBakbe Ha JIMYHNTE nodaTtoun.

YnpaByBatbe CO NPEeHOC/INBA MeaANnyMuU
Unen 24

(1) MpeHocnvBute Meanymm Ha Kou ce BpwKM o0b6paboTka Ha JMYHUTE MOAATOLM
KOHTpOsI0pOT 06e36eayBa Aeka ce UyBaaT Ha oKaLmja A0 KOja NpucTan nMaaTt caMmo OBNACTEHM
Mua yTBPAEHW OZ, Heroea cTpaHa.

(2) MpeHecyBareTo Ha MeanymuTe of cTaBoT (1) Ha OBOj YneH HazBOp Of paboTHUTe
MPOCTOPUM Ce BPLUM CaMO CO NPETXOAHO OBNACTyBake O CTpaHa Ha KOHTPOJIOPOT.

(3) Mo npeHecyBateTO Ha /NMYHWUTE MOAATOLM OF MEAMYMOT WAM MO WCTEKOT Ha
onpeAeneHNOT PoK 3a YyBakbe, MeauyMOoT Tpeba fJa ce YHULITK, n3bpuLie uan ga ce UCUUCTU



O/l INUYHNTE NOAATOLM CHUMEHM Ha HEero.

(4) YHUWTYBaHETO Ha MEANYMOT Ce BPLUM Ha HAaUuMH KOj Ke rapaHTupa Aeka nogatouute Kou
6une CHUMEHW Ha Hero He MOXaT MOBTOPHO Ja H6uaaT PeKOoHCTpyMpaHu (Ha npumep: co
MEXaHWUKO pa3zenyBarbe Ha HEroBUTE COCTaBHWN AE/1I0BW).

(5) bpuwereTo A YNCTeHETO Ha MeauyMoT Tpeba fa ce M3BPLUM Ha HauyuH LWTO Ke
OHEBO3MOXW MOHATaMOLIHO OBHOBYBatEe Ha CHUMEHUTE NINYHWN MNOAATOLM.

(6) 3a cnyuvaute oa craBosute (4) u (5) Ha 0BOj uneH KoHTposopoT obesbesyBa
MHPOpMaLmcka Tpara (Ha NpuMep: 3anucHKK), Koja M COAPXWN CUTe MOAATOLM 3a LLeNOCHa
naeHTMdbrKaLmnja Ha MegMyMOT, Kako 1 3a KaTeEropumnTe Ha IMYHU NOAaToLM KON bune CHUMEHM
Ha UCTWNOT.

Kpuntupamwe Ha aiMuHuTe noaaToum
UneH 25

(1) Kora KOHTpONOpPOT Bp3 OCHOBa Ha aHa/iM3aTa Ha PU3WUKOT, a 3eMajKu v npeABuA
npupogarta, 06eMoT, KOHTEKCTOT U uenmTe Ha obpaboTkata Ha ANYHUTE MNOAATOLM, BPLUM
KpUNTUpare Ha JIMYHUTE NOoAATOLM, CeKorall MpYMeHyBa HajCOBPEMEHWN TEXHNUKWN peLleHnja
3a KpunTUpare co Kou ro obesbesyBa WMHTErpuTETOT, AOBEP/AMBOCTa W aBTEHTMYHOCTA Ha
NNYHUTE nojaTouun.

(2) Bo cornacHocT co ctaBoT (1) Ha OBOj UleH KOHTPOJNIOPOT NMPeMeHyBa €AWHCTBEHO
npu3Hatn 1 6e3begHN anropuTMmM 3a Kpuntupare (kako Ha npumep: SHA-256, SHA-512 nan
SHA-341 kako xaw ¢yHkumja, HMAC kopwuctejkn SHA-256, bcrypt, scrypt nam PBKDF2 3a
yyBake no3nHkM, AES wam AES-CBC 3a cumeTpuuHo kpuntupawe, RSA-OAEP v2.1 3a
aCUMETPUYHO KpuNTUpare..), a BoejHO obe3befyBa 3alTMTa Ha TajHUTE KAyyeBM 3a
KpUNTUpake CO OrpaHnyyBaykm npaea 3a npucran n nocebHo kpenpaHa 6e3besHa N03nHKa 3a
npwvcran.

(3) KoHTponopoT goHecyBa BHaTpeLLHa nNpoLeAypa BO KOja 3af0/KUTETHO Ce MponuLlyBa
HaUMHOT Ha YyrnpaByBakbe CO TajHUTE KAy4yeBM W cepTMduKaTh, 3eMajkm ro npeaBus u
ynpaByBaHeTO CO PU3MNKOT Ha 3abopaBeHN N03MHKMN.

®dusnuka 6e3begHocT
UneH 26

(1) KoHTponopoT 3af0/KUTENHO NPUMEHYBa 3ajakHaTo HMBO Ha 6e36eAHOCT BO OAHOC Ha
NPOCTOpUMTE BO KOU CE CMECTEHWN 1 Ce YyBaaT CepBepuTe U MpexxHaTa onpemMa npeky kou ce



BpwK 0bpaboTka Ha IMYHUTE NOAATOLM CO MPUMEHA Ha COOABETHM MeEPKM Ko obe3beayBaaTt
AeKa camo nnua nocebHO oBaCTeHM Of KOHTPOIOPOT MMaaT NpucTarn, Kako U Mepku co Kou ce
HamanyBa pPU3MKOT OZ MOTEHLMja/HW 3aKaHW U Toa:

- WHCTanvparbe Ha aflapMHU CUCTEMM MPOTUB yNaj U HUBHA NepUoAnYHa NPOBEPKa;

- NMPUMeEHa Ha MepKM 1 KOHTPOAW 3a NpeBeHUMja o Kpaxba, noxap, eKcniosun, Yag, Boaa,
npawmnHa, BUbpaLmnmn, XeMUCKN BArjaHuja, Mpeykn BO CHabayBateTo CO enekTpuyHa eHepruvja
N eneKTPOMarHeTHO 3payeHse;

- obe3besyBare 6e36e4HOCT Ha KayyeBUTE M WNPPUTE 3a anapMyM KOM OBO3MOXKyBaaT
npucrtan A0 NpocTopunTe;

- obe3beasyBarbe Ha oasenHn obnactm BO 0O6jeKTOT Kaje ce 4yBaaT CcepBepuTe cCrnopes
aHanu3aTa Ha pu3uK (Ha npumep: ynotpeba Ha nocebHa KOHTpOsa 3a MpwcTan 3a cepsep
canara);

- aXypupaH CMUCOK Ha /auua WX KaTeropum Ha vua KOu ce OBNACTeHW ja Bae3aT BO
NpocTopumnTe Kaje ce YyBa onpemMa Ha koja ce BpLun obpaboTtka Ha NMUYHWUTE NoAaTOLY;

- BOCMOCTaBYyBak€ Ha NpaBuaa 1 METOAM 3a KOHTPOAA Ha MPUCTanoT Ha NOCeTUTENNTE U Toa
MUHUMYM CO npuapyxba oa efHO Auue BO KOHTPOJNOPOT CO MOCETUTENUTE HaABOP Of
obnactute 3a Npyem Ha CTpaHKY;

- nocebHa ¢u3nuka 3awTuta Ha UNT-onpemarta npeky cneuymduyHn MeToam (cucTem 3a
CnpevyBake Ha Nnoxkap, NoMnaaBy, eNeKTpUYHa eHepruja, KaimmaTtmnsaumja, UTH.);

- OApP>XyBake Ha NpocTopunTe 3a cepeepute (kammatusaumja, UPS, ntH.).

- BOJEHe Ha eBUAeHLUMja 3a npucTan Ao NPOCTOpMUTe Kaje LUTO ce YyBaaT CepBepuTe Kou
COApP>KaT IMYHU NOAATOLY;

- obe3besyBare Aeka camO OBAACTEHWUTE AML@ MOXKaT Aa npucranaTt A0 NpocTopuute co
orpaHuvyeH npucran (Ha nNpuMep: BO BHATPELUHOCTa Ha KOHTPO/JMpPaHWUTE MNpPOCTOpUM 3a
npucTan, cuTe vua Ja HocaT BUAAMBa naeHTUdurKaumja (KapTnyka), Kako U NpencnmTyBake U1
PefOBHO aXypupajTe Ha A03BOANUTE 3a MpuUCTan Ao 3aluTuTeHuTe obnacth).

(2) Mo ncknyyok og ctaBoT (1) Ha OBOj UNEH, CEPBEPUTE Ha KOW Ce MHCTannpaHu cobTBepcKu
nporpamu 3a obpaboTka Ha AMYHMTE noAaTouuM, MoxaT Aa buaat GuU3nUKKM aoumpaHmy,
XOCTUPaHW Y aAMUHUCTPUPAHU HAaABOP Of NPOCTOPUUTE Ha KOHTPOIOPOT.

(3 Bo cnyuajoT og cTaBoT (2) Ha OBOj YneH, MefycebHUTe NpaBa 1 06BPCKN Ha KOHTPOIOPOT
M MNPaBHOTO, OAHOCHO @U3NYKOTO /MUe Kaj koe ce GU3NYUKM NoUMpPaHW, XOCTUPaHU U
aAMUHUCTPUpPaHK cepBepuTe, Tpeba aa buaat ypeaeHn co AOroBop BO nNucMeHa ¢dopma, Koj
3a/l0/KUTENHO Ke COAPXM Mepku 3a 6e36eAHOCT Ha IMYHMUTE NOAATOLM COrNacHO NponucmTe
3a 3alUTuTa Ha IMYHUTE NoAaToOLM.

KoHTpona Ha uHdopmaunckmnor
cucrem u nHpopmarTmukara

nHpacTpyKrypa

Ynen 27
(1) Bo gokymeHTaLmjaTa 3a TEXHUYKM M OpraHmn3aLmckn Mepkn yTBpaeHa Bo uieHoT 10 oa
OBOj MpPaBWIHWK, 3af0/KUTENHO Tpeba Aa ce coapXaHW MOCTanKuTe 3a OBAACTyBarbe Ha
odunuepoT 3a 3aWTuUTa Ha NMYHUTE MOAATOLMW, 3@ BpLUEHE NEePUOANYHU KOHTPOAM, 3apajm



cnepemhe Ha ycornaceHocCTta Ha pa60Te|-beTo Ha KOHTPOAOPOT CO NPOnMCcuUTe 3a 3allTUTa Ha
JNYHUTE NodaTtounm n Co goHecCceHaTa ILI,OKyMeHTaLl,I/Ija 3a TEXHUNYKN N OpraHn3alnckm MepKu.

(2) WNHdopmaumckmotr cucteM u UHbopmaTMuKaTa WMHOPACTPYKTypa Ha KOHTPOSOPOT
3al0/KUTENHO MOAJIEXAT Ha roAuvLLIHa BHATpeLlHa KOHTpOJa CO Len Aa ce NnpoBepu Janu
nocTankuTe 1 ynatcTBaTa COAP>KaHW BO npaBuaata u noantukute 3a 6e36egHOCT Ha ANYHUTE
nogatoun ce NPUMeEHyBaaT W ce BO COMIAacHOCT CO MPOMUCUTE 3a 3alTUTa Ha JUYHUTE
nogartouu.

YnpaByBate co 06pabotyBaun
UneHn 28

(1) KoHTponopoT e gosxeH Aa BOCMOCTaBM MPOLEC Ha yrnpaByBare Mpu KOpUCTeHE Ha
ycnyrn 3a obpaboTka Ha AMUYHUTE MoAaTouM o4 CTpaHa Ha obpaboTyBauu, a CcO uen ga ce
BOCMOCTaBaT COOABETHW MpoLeaypu 3a OANydvyBake Npu M3b6opoT Ha obpaboTyBayor,
ynpaByBate cO 0bpaboTkaTta Ha IMYHUTE MNOAATOLM, Kako M UCMONHYBaHe Ha JOroOBOPEHMUTE
06BpPCKM M OArOBOPHOCTM Of CTpaHa Ha obpaboTyBayoT.

(2) KoHTponopoT e fomkeH Aa MpWMeHyBa Npoueaypa 3a ogjydyBare 3a mM3bop Ha
06paboTyBay €O KOja 3aZ0MKUTENHO Ke NPeABUAN:

1. AHanu3a Ha noTeHUMjanHUTE 06paboTyBauM BO OAHOC Ha HUBHUTE TEXHUYKU W
opraHusaumncky mepku 3a obesbesyBarwe Ha rapaHuuja geka obpaboTkata Ha AUYHKTE
nojaToum Ke ce OABMBa BO COrMacHOCT co baparaTta NpeaBuUAeHM BO NPONMCUTe 3a 3altmTa
Ha JIMYHUTE MoAaToLM, Kako M 3a obe3besyBare Ha 3alITWTa Ha MpaBaTa Ha cybjekTuTe Ha
NNYHKW NogaTouu; u

2. AHanu3a Ha pu3unLmTe Bp3 paboTereTo Ha KOHTPOJIOPOT LUTO MOXaT Aa Npov3nesat npu
obpaboTkaTa Ha IMYHUTE MOAATOLM O CTpaHa Ha obpaboTyBauuTe.

AHraxxupatbe Ha 06pabotyBaumn
Unen 29

(1) Bo cnyyaj kora KOHTPONIOPOT Ke OA/lyun Aa npeHece paboTn of HEroBMOT AeNOKPYr Ha
paboTta noBp3aHu co obpaboTka Ha /AMYHM nogaToun Ha obpaboTyBauyoT, JOMKEH e Aa
0b6e3beaum aeka NMUHUTE nogaToum ce obpaboTyBaaTt nNoj Heros Haa3op Hag 6e3besHocTa Ha
NNYHUTE nogaTouy, MNpW LWTO AMYHUTE nogaTouu Mopa Ja bugat obpaboTyBaHu co
6e36eHOCHN rapaHLuw.

(2) Bo cnyuaute og ctaBoT (1) Ha OBOj U/ieH, KOHTPOJIOPOT MOXeE Ja npeHece pabotn camo
Ha obpaboTyBau KOj Moxe pa obe3bean AOBOMHO rapaHUMW, OCOBEHO BO OAHOC Ha
NOTPebHOTO 3Haeke 0 obaacTa Ha 3alTUTaTa Ha IMYHUTE NOAATOLM, CUTYPHOCTA LN pecypcuTe.

(3) MefycebHute npaBa M 06BPCKM Ha KOHTPOJAOPOT M 0b6paboTyBayoT mMopa Aa buaat
ypeaeHu co JOroBOp MPW LUTO KOHTPONOPOT Mpes Aa ro CKayyu AOroBOPOT € AOJ/KEH Aa
nobapa oz obpaboTyBayoT (gaBaten Ha ycayraTta), Aa My ja Npe3eHTUpa cBojata 6e3besHOCHa



NONNTMKa BO OAHOC MHPOPMALMCKMOT CUCTEM U MHPOPMATMUKTA MHPPACTPYKTypa Ha Koja Ke
ce BpLKM ob6paboTkaTa Ha IMUHUTE NOAATOLM BO MME Ha KOHTPONOPOT.

(4) be3begHocHaTa NOAUTUKA OZ CTaBOT (3) Ha OBOj YneH Tpeba Aa COApP>XM nogaToumn co
KOW Ke ce rapaHTuTa 6e3besHOCTa Ha IMYHUTE NOAATOLM, 1 TOa:

- JaNn N KaKo Ce BPLUM KPUNTUPaHe Ha NoAaToLmTe Cropes HUBHAaTa YyBCTBUTENHOCT;

- MOCTOeHEe Ha NpoLeAypy KOV rapaHTMpaaT Aeka HUKOj HEMa i@ UMa HeoBAacTeH npucTan
[l0 nojaTouuTe;

- AN N KaKo Ce BPLUM KPUMTUPaHe Ha MPEHOCOT Ha NoAaToLW;

- rapaHLUmu BO OAHOC Ha CNeA/IMBOCT (1oroBu, MHGOpMaLMcKa peBm3opcka Tpara...);

- ynpaByBakse CO npaBaTta Ha npucran;

- aBTEHTMKaLMja; u

- Apyrn Mepkm 3a 6e3besHOCT Ha obpaboTkaTa Ha AIMYHUTE NOAATOLMN.

(5) AoroBopoT og cTaBoT (3) Ha OBOj uneH Tpeba Aa coap>xm oapesbu ocobeHo 3a:
- NPeAMeTOT, AOMKMHATA U LienTa Ha obpaboTkaTta Ha IMYHKTE NoAaTouy;
- 0bBpcKkMTe 332 06PaboTyBaAYOT Aa Npe3emMe TEXHUUKN 1 OpraHM3aLMcKn Mepkm 3a Aa
06e36ea1 6e36eaHOCT Ha 0bpaboTkaTta Ha IMYHKTE NogaToLV;
- 06BpCKMTE BO OAHOC Ha AOBEPAMBOCTA Ha AOBEPEHUTE IMUHM NOAATOLM;
- MUHUMaNHUTE CTaHAaPAW 3@ aBTEHTUKALMja HA OBlACTEHUTE NL3;
- YC/NOBMWTe 33 Bpakakbe Ha NoAaTouuTe U/Uav HUBHO YHULITYBake MO UCTEKOT UK
PacKMHyBakETO Ha AOrOBOPOT;
- npaBwnata 3a YynpaByBatbe W UW3BECTyBake Ha KOHTPONOPOT BO  CAyYaj
Ha MHUMAEHTN,04HOCHO BO C/ly4Yaj Ha HapyLlyBake Ha 6e3besHOCTa Ha NNUYHUTE
nogatouuy;
- 06BpckuMTe 3a 06paboTyBaUOT Aa NocTanyBa eANHCTBEHO BO COMMAcHOCT CO yrnaTcTBaTa
[OBUEHN Of, CTpaHa Ha KOHTPOIOPOT; 1
- Apyrute 06BPCKM U OATOBOPHOCTU COFIAaCHO CO MPOMMCUTE 3a 3alUTUTa Ha INYHUTE
nojaToLmM 1 CO AOHeceHaTa AOoKyMeHTaLMja 3a TEXHUYKM U OpraHmn3aLmMCckin MepKu.
2. OpraHuM3auucku mepku OpraHusaumckm
Mepku 3a 6e36eaHOCT Ha INUHUTE NogaToum
(MMHMManeH ctaHpapa)

Unen 30

(1) KoHTponopoT e gonxkeH ga obe3bean cooaBeTHM OpraHM3aLnCcKn Mepky 3a 6esbegHocT
Ha NNYHUTE MOAATOLUM BP3 OCHOBA Ha pe3y/aTaTuTe O aHaiau3aTa Ha CMpPOBEeAEHUOT pU3KK, a
ocobeHo ga obeszbeau:

1. OrpaHnyeH npuctan co naeHTMdurKaumja 3a NnpucTan 40 AMYHUTE NOAaTOLM;

2. OpraHu3auMcku MpaBuaa 3a MNpucTan Ha OBJACTEHUTE /AMLA AO WMHTEPHET Kou ce
OZHecyBaaT Ha CUMHYBahe 1 CHUMake Ha JOKYMEHTU Npe3eMeHN oJ enekTpoHcKkaTa nowTa u
Apyrn nssopw;

3. YHMWTYyBake Ha JOKYMEHTU MO UCTEKOT Ha POKOT 3@ HUBHO UyBakbe;

4. Mepkn 3a Odu3MuKa CUrypHOCT Ha paboTHWUTE NPOCTOPUM W Ha WHPOPMATMUKO
KOMYHMKaLMcKaTa onpema Kaze LWTo ce cobupaat, obpaboTyBaaT 1 YyBaaT AMYHMTE NOAATOLM;
7

5. MNouunTyBare Ha TEXHNUKUTE YNaTCTBa NPU MHCTaAMpake U KOpUCTeHe Ha MHGOPMaTUYKO
KOMYHMKaLMCcKaTa onpemMa Ha Koja ce obpaboTyBaat AMUYHUTE nogaToum.



(2) BpaboTteHoTO /vLe Koe v BplM paboTnTe 3a YOBEYUKM PeCcypcu Kaj KOHTPOJOPOT, ro
M3BeCTyBa aAMMHUCTPATOPOT Ha MWHOOPMALMCKMOT CUCTeM 3a BpaboTyBareTo uau
aHraxKnparEeTO Ha CEKOEe OBJIACTEHO ANLLE CO MPaBO Ha NpucTan Ao MHGOPMALMUCKUOT CUCTEM,
3a Aa My buse foaeneHo KOPUCHUYKO MME 1 JI03MHKa, Kako M 3a NpecTaHokK Ha BpaboTyBareTo
WAW aHraxkupareTo 3a Aa My 6uaat nbpullaHn KOPUCHUYKOTO MMe U NI03NHKaTa, OAHOCHO
3aK/ly4eHU 3a HaTamoLLEeH npucTan.

(3) N3BecTyBareTO 04 CTABOT (2) Ha OBOj YNEH Ce BPLIM U Npu BUN0 KoM APYTrM NPOMEHN BO
pPaboTHMOT CTaTyC MM CTaTyCOT Ha aHraXXvpareTo Ha OBACTEHOTO ANLE LITO UMa BAWjaHWe
BP3 HMBOTO Ha A03BOJIEHMOT NpUCTan A0 MHPOPMALMCKMOT CUCTEM.

NHdopmupame n egyumnpatbe 3a
3awTUTaTa Ha JIMYMHUTE NojaToum
Unen 31

(1) Jlnuata kon ce BpaboTyBaaT WAM Ce aHraxkupaaT Kaj KOHTPOJOPOT, Mpes HWBHOTO
OTMOYHyBake cO paboTa ce 3amo3HaBaaT CoO MPOMNUCKTE 3a 3alUTUTa Ha JIMUYHWUTE MojaTouu,
KaKo M CO JloHeceHaTa JOKyMeHTalL|1ja 3a TEXHUUYKWN 1 OpraHM3aumnckKn MepKu.

(2) 3a nmMuaTa KoM ce aHraxupaaTt 3a M3BpLYBake Ha paboTa Kaj KOHTPOJOPOT BO
[AOrOBOPOT 3@ HMBHOTO aHraXkvpare ce HaBeayBaaT OOBPCKUTE N OATOBOPHOCTUTE 3a 3aLlUTUTA
Ha IMYHWTE NoAaToOLM.

(3) KoHTponopoT npeps HenocpeAaHOTO 3anmouHyBakwe CO paboTa Ha OBAacCTeHWUTE /MLa,
LOMONHUTENHO T MHGOPMMPA 3a HEMOCPeAHUTE OOBBPCKM M OATOBOPHOCTM 3a 3aluTWTa Ha
NNYHUTE NojaTouMm.

(4) nuata kon ce BpaboTyBaaT WAM Ce aHraxkupaaT Kaj KOHTPOJOPOT, Npes HWBHOTO
OTMOYHyBakbe O paboTa cCBOepayHO MOTNMLIYBaaT M3jaBa 3a TajHOCT M 3aWTUTa Ha
obpaboTkaTa Ha IMUHNTE NojaToOLM.

(5) M3jaBata og cTaBOT (4) Ha OBOj YNeH 0COBEHO COAPXW: AeKa anuaTta Ke rv nountysaat
HauenaTa 3a 3alTUTa Ha IMYHWTE NOAATOLM Npej HMUBHWOT MNPUCTan A0 IMYHUTE NOAaToLUMW; Ke
BpwaTt obpaboTka Ha /SMYHMUTE NOAATOLM COrnacHO yrnartcrtBata AO06MeHW Of KOHTPOJOpPOT,
OCBEH aKO CO 3aKOH MOWHAKY He e ypeAeHO 1 Ke ' YyBaaT Kako AOBEPANBUN JIUYHNTE NOAATOLM,
Kako 1 MepKWUTe 3a HMBHa 3alTuTa.

(6) WN3jaBata og cTaBOT (4) Ha OBOj U/IEH 3a40/XKMTENHO Ce YyBa BO JOCMejaTa Ha vLaTa Kou
ce BpaboTyBaaT MK Ce aHraXupaar Kaj KOHTPOJIOPOT.

(7) KOHTpONOpOT 3af0MKUTENHO BPLUM KOHTUHYMPaAHO MHPOpMUparbe 1 edyLMpare Ha
PakoOBOACTBOTO M OBJAaCTEHUTE NMLA 3@ HEMOCPeAHWUTE OBBPCKM 1 OAFOBOPHOCTM 3a 3alUTiTa
Ha IMYHUTE NojaToun.

n puctan A0 AOKYMeHTUuTe

Unen 32

(1) Mpwucranotr Ao AoOKymeHTUTe Tpeba Guae orpaHMUYeH CaMO 3a OBAACTEHW AMLA Ha
KoHTponopor.
(2) 3a npwucranyBakeTo A0 JAOKYMEHTUTE 3ajo/kutenHo Tpeba fja ce BocnoctaBaT



MeXaHW3MM 3a naeHTUdKKaLMja Ha OBAACTEHNTE INLA U 3@ KaTeropumnTe Ha IMYHKUTE NOAAaTOLM
[0 KOW ce npucTtanysa.

(3) Jokonky e noTpebeH npuctan Ha ApPyro avLe A0 AOKYyMeHTUTe Toraw Tpeba ga buaat
BOCMOCTaBEHM COOABETHW MpoLeAypy 3a Taa Les BO JOKyMeHTauujaTa 3a TeXHUUKUTE U
OpraHm3aLncknTe MepKu.

MpaBuno ,uncro 6upo”
Unen 33

KOHTpO0OpPOT 3a01KMTENHO FO MPUMEHYBa NPaBUAOTO ,4nUCTO BMpo” npm obpaboTkaTa Ha
NNYHUTE NOAATOLM COAP>XKAHWN BO AOKYMEHTMTE 3a HMBHA 3aLlUTUTA 3@ BPEME Ha LLenoT npouec
Ha obpaboTka o4 NpucTan Ha HeOBAACTEHW NMLa.

YyBare Ha AOKYMEHTU
Unen 34

(1) YyBareTo Ha pokymeHTUTe Tpeba Aa Ce BPLIM Ha HA4MH CO LITO Ke ce npumeHaTt
COO/ABETHN MEXaHW3MM 3a NonpeyvyBarbe Ha CeKOe HeOBNaCTEHO OTBOPaH-e.

(2) Kora ¢u3nukute KapakTepUCTUKM Ha JAOKYMEHTUTE He J03BOJyBaaT MNpUMeEHa Ha
MepkunTe og cTaBoT (1) Ha OBOj U/ieH, KOHTPOIOPOT Tpeba Aa NPUMEHN APYTY MEPKM KOW LUTO
Ke ro cnpevart cekoj HeoBIaCcTeH NpUCTan A0 AOKYMEHTUTE.

(3) Ako LOKYMeHTUTE He ce UyBaaT 3alUTUTEHW Ha HauuH onpeaeneH Bo ctaBosuTe (1) u (2)
Ha OBOj U/IeH, Torall KOHTPO/NOPOT Tpeba Aa rM NPUMEHN CUTe MEepKM 3a HWBHA 3aliTuTa 3a
BpPEMe Ha LlesIMoT npouec Ha obpaboTtka of NnpucTan Ha HeoOBAACTEHM AnLa.

YHuWTYBakbe Ha JOKYMEHTH
Ynen 35

(1) YHuwTyBareTo Ha JOKYMEHTUTE Ce BPLUM CO CUTHEHE WM CO APYr HauWH, MpW LUITO
NCTUTE NOBTOPHO Aa He MoXaT Aa buaat ynotpebavsu.

(2) Bo cnyuajoT oa cTtaBoT (1) Ha OBOj UNeH KOMUCUCKWM Ce COCTaByBa 3aMUCHWUK KOj T
COAPXWN CUTe NMOAATOLM 3a LenocHa naeHTndurkaumja Ha JOKYMEHTOT Kako 1 3a KaTeropuuTe
Ha IMYHMTE NOAATOLM COAPXKAHN BO UCTUOT.

HauwuH Ha yyBalkb€ Ha AOKYMEeHTUTe

UneH 36

(1) NMnakapwTe (OpmaHUTe), KapTOTEKMTE UAN Apyrata OMpemMa 3a YyBarbe Ha JOKYMEHTU
3agomkutenHo tpeba ga 6Gugat cMeCcTeHn BO MPOCTOPUN 3aKNyYeHU CO COOABETHMN 3alUTUTHU
mexaHu3smu. Npoctopumnte Tpeba aa bBuaat 3akayyeHu 1 3a NepnoaoT Kora AOKYMEHTUTE He ce



obpaboTyBaaT 04 OBAaCTEHUTE NMLa.

(2) Kora ©®wv3nukmMTe KapakTepUCTUKM Ha NPOCTOPUUTE He [JO03BOJyBaaT MpuMeHa Ha
MepkuTe og cTaBoT (1) Ha OBOj YneH, KOHTPONOPOT Tpeba Aa NPUMEHN APYrM MepKM 3a ja ce
CNpeYun CeKkoj HeOBaCTeH NPUCTan A0 AOKYMEHTUTE.

IV. BUCOKO HNBO

1. TexHNUKN MepKKn

AOHOIIHVITeIIHVI MepKu

Ynen 37
KoHTposiopoT Bp3 OCHOBa Ha aHa/nn3aTta Ha pM3MKOT BOBeAyBa W NPUMeHYBa AONOAHUTENHN
MepkM 3a 6e36e4HOCT Ha NINYHUTE MOAATOLM CO KOWU K& AEMOHCTPMpA AOMOAHUTENHA
yCOrnaceHoCT CO NPONUCUTE U A06pUTE NPaKTMKK 3a 3alUTUTA HA INYHUTE NOAATOLLN.

YnpaByBatbe €O IO3UHKU

UneH 38

(1) KoHTponopot Tpeba fa KOpUCTK anaTku 3a yrnpaByBare CO JIO3MHKM CO Kon 0be3besyBa
JeKa pa3IMyHMTe I03MHKM 3a CeKoja ycnyra, uam codTBepcka nporpaMa COOABETHO Ce YyBaar,
npw WTO 3a NpucTan Ao cute N03nMHKKN obe3beayBa rnaBHa no3mHka (master password), koja
Tpeba fa 6uae 3ajakHaTO KOMMJIEKCHa, OAHOCHO fa 6uae cocTaBeHa Of KOMbBUHauMja Ha
HajManky 12 andpaHymepuukmn kapaktepu (6ykBu /mMann n ronemu/), cumbonu, 6poesn u
cneumnjanHn NHTePNYKLUCKM 3HaLM) 1 Aa ce MeHyBa BO nepuog He nogoar og 30 geHa.

(2) KOoHTpONIOpOT BO COrNAacHOCT CO aHaAM3aTa Ha PU3NKOT, 3a OAPEeAEHN OBAACTEHWN AULA
(Ha NpuMep 3a aAMUHUCTPATOPOT Ha MHOOPMALMCKMOT CUCTEM UM AnLaTa Kou Kpeupaat u
KopwucTaT rnaBHa fo3nHka (master password), MoXe fa n3BpLUM ANCNepP3nja Ha PU3MKOT Npeky
yrnpaByBare CO N03MHKaTa CO AOMOJaHUTEeNEeH GakTop COrnacHoO npaBuaoTo n-2 (Ha npumep:
nHpopmaLmjaTa 3a JI03MHKaTa Aa buae nojeneHa Ha ABe Wan NOBEKE NLA KOU 3aeAHUYKN Ke
Ce HajaByBaaT Ha Ha4MH LUTO CEKOj Ke 3Hae camo Aen oj vHdopmalmjaTa Koja ja COUMHyBa
NO3nHKaTa, AN eAHO OBMACTEHO JIMLE ja 3Hae N03MHKA, a APYro ja noceaysa v ynoTtpebysa
nameTHa KapTuuka — smart card).

CepTudmkauumja 3a 3alITUTa HA INUHUTE
noparoum
Unen 39

KoHTponopoT, mokpaj BHaTpellHaTa KOHTpPOAa Of uneH 27 Ha OBOj MpPaBWHWK, a Ha
[06POBO/IHA OCHOBA, MOXeE Zla M3BPLUM U MPOBEpPKA Ha NPOLLeCUTE U MHTEPHUTE JOKYMEHTH 3a



3aWTMTa Ha AW4YHMTE nojaToun 3apagn cepTudukaumja Ha npoLecuTe MNpeky Kou ce
obpaboTtyBaaT AMYHMTE MoAaToLM, CO Len Aa AeMOHCTPMPa YCOrnaceHocT Co nponucuTe 3a
3aWTUTa Ha IMYHMTE NOoAATOLM Npu onepaummTe Ha obpaboTka. CepTudurkaumjata ce BpLUM OA
AreHumjata nam of cepTUdMKALMOHN Tena COrnacHO MPOMMCUTE 3a 3aliTMTa Ha MYHUTE
nogaToum.

YnpaByBate CO NPeHOC/IMBU MeaANyMU
UneH 40

(1) KoHTponopoT e Ao/KeH Aa BOCNOCTaBN CUCTEM 3a EBUAEHTMPAHE Ha MeanyMuTe Kou ce
npvMaaTt co Len Aa OBO3MOXMW AMPEKTHa WAN WMHAMPEKTHa WAeHTUdUKaLmja Ha BMAOT Ha
MeAWYMOT KOj € NpUMEH, AaTyM U Bpeme Ha npumarbe, ucrnpakay, 6poj Ha Meanymu Kou ce
NPVYIMeHHN, BUJ, Ha JOKYMEHT KOj € CHUMEH Ha MeAMyMOT, HauMH Ha Ucnpakakwbe Ha MejnymorT,
MMe 1 Npe3rMe Ha JIMLLETO OB/IacTEHO 3a NPUEM Ha MeANyMOT.

(2) Oppenbute op ctaBoT (1) Ha OBOj YNeH Ce NMPUMEHyBaaT W 3a EBUAEHTMpParE Ha
MeAWYMUTE KOW Cce ncnpakaaT of CTpaHa Ha KOHTPOJOpPOT.

(3) 3a npeHeceHWTe MeaMyMM HaZBOP OA PabOTHMTE NPOCTOPUN Ha KOHTPOIOPOT, Tpeba Aa
buaaT NnpesemMeHn HEONXOAHM MEPKM 3a Jja Ce Crpeymn HeoBlacTeHo obpaboTyBare Ha INYHUTE
NoAaToLM CHUMEHWN Ha HUB.

Tectupamwe Ha MHPOPMaALUCKMOT CUCTEM
Unen 41

()  KoHTponopoT 3af0/MKUTENHO BpLIM TecTUpare Ha MHOOPMAaUMCKMOT CUCTEM Mpea
HEroBOTO VMMJEMEHTUPare WM MO W3BPLUEHWTE MPOMEHW CO Len Aa ce npoBepwu ganu
cncteMoT obesbesyBa 6e36e4HOCT Ha AMYHUTE NOAATOLM COMACHO CO NPOMMCUTE 3a 3alUTuTa
Ha IMYHWTE NOAaTOLM.

(@) Tectupareto oa ctaB (1) Ha 0OBOj UneH ce BpwM Npeky obpaboTka Ha AOKYMEHTN KOU
coap>kaT MarMHapHW IMYHN NOAATOLM.

CepTndukaLMoHN NocTanku

UneH 42

KoHTponopoT mMoxe fa npvMeHyBa U ApPYrn TEXHUYKU MepKW 3a TajHOCTa W 3aliTuTa Ha
obpaboTkaTa Ha AMYHMTE NOAATOLM, NPEKY NPUMEHa Ha CepTUPUKALMOHN NOCTaNKM COrNacHo
nponucuTe WITO ja ypeayBaaT ynoTpebata Ha eNEeKTPOHCKM JOKYMEHTW, eNeKTPOHCKa
naeHTMdurKaumja n LOBEPANBK YCaYTL.

MpeHecyBamwe Ha MeanymMun

YneH 43

MeaunymuTe MoXKaT Aia ce NpeHecyBaaT HaZBOP OZ PaboTHUTE MPOCTOPUN CaMO ako INYHUTE



nogatouun ce KpuntnpaHm nanm ako ce 3allTUTeHN CO COOABETHUN METOAUN KOU rapaHTUpaaTt AeKa
nogatounte HeMa Aa 6VIAaT YATAUBU, NPU WTO CaMO aAMUHUCTPATOPOT Ha I/IHCI)OpMaLI,I/ICKI/IOT
CncTeMm MOXe Aa rm gekKpuntnpa nan amue oBaacteHo o Hero.

MpeHecyBamwe Ha IMUHUTE NOAATOLM NPEKY MpPeXKa 3a e/1IeKTPOHCKU KOMYHMKaLUn
UneH 44

JInyHuTe nopjatoun MoXaT Ja Ce NpeHecyBaaT Mnpeky MpexXaTa 3a eNneKTPOHCKM
KOMYHMKaLMM CaMO aKo Ce KPUNTMPaHU AN aKo ce NOCEOHO 3aLUTUTEHM CO COOABETHN METOAM
KOW rapaHTupaaT Aeka nogatoumTe HeMa ga bmaaTt YMTAMBY NPU NPEHOCOT.

2. OpraH13aLnCcKu MepKu

Konupamwe 1 yMHOXyBake Ha A OKyMeHTUTe

UneH 45
(1) KonupareTo nanm ymMHOXyBaETO Ha AOKYMEHTUTE MOXE Aa Ce BPLWWN eANHCTBEHO Of
CTpaHa Ha OB/aCTEHW LA ONpeaeneHn CO npoLeaypa O4 CTpaHa Ha KOHTPOAOPOT BO KOja
3aJ0/DKUTENHO Ce YTBPAyBaaT MepKMUTE M HAYMHOT Ha KOMMPaweTo U YMHOXYBaHeTO Ha
AOKYMEeHTUTE.
(2) YHuwTyBarbETO Ha KOMUUTE UAN YMHOXEHUTE JOKYMEHTM Tpeba Aa ce M3BPLUN Ha HAaYMH
LUITO K€ OHEBO3MOXM NMOHATaMOLIHO OHHOBYBaHe Ha COAPXKAHWUTE NYHW NOAATOLM.

MpeHecyBatbe Ha AOKYMEHTU

UneH 46
Bo cnyyaj Ha OU3NUKM NPEHOC Ha AOKYMEHTUTE KOHTPOJOPOT 3aj0/KUTENIHO Mnpe3ema
MEpPKM 3a HMBHa 3alTuTa Of HeOBAACTeH MpucTan WU pakyBakwe CO JIMYHUTE MOAATOLM
COAP>KaHW BO AOKYMEHTUTE KOW € NpeHecyBaar.

V. MIPEOAHW U 3ABPLUHW OAPEABU
Mepunop Ha npunarogysare

Unen 47
Bo cmuncna Ha uneH 119 o 3akoHOT 3a 3awTuTa Ha mdyHuTe nogatoun (,Cny>k6eH BeCHUK
Ha Penybanka CeBepHa MakesoHuja" 6p. 42/20), KOHTponopuTe 1 06paboTyBaumTe Ce JOKHU
fa ro npunarojat cBoeTo paboTere cO oapeabuTe of 3aKOHOT 3a 3awWTuTa Ha JUYHUTE
nogatouu.



MpectaHyBawe Ha BaXkewe

UneH 48
Co AeHOT Ha BNIeryBareTO BO CMa HA OBOj MPaBU/IHMK NpecTaHyBa Aa Baxu MNpaBUAHUKOT
3a TEXHUYKUTE M OpraHn3aLmckmTe Mepku 3a obesbesyBare TajHOCT M 3aWITUTa Ha obpaboTkaTa
Ha IMYHMTE NojaToLW.

BneryBame Bo cuna
Unen 49

OBOj MpaBWAHWK BAeryBa BO CMJa CO AEHOT Ha objaByBareTO Ha ornacHarta Tabna Ha
LEHTAP 3A UCTPAXYBAHSE 1 KPEMPAHE MOJTINTUKN — LIKIM Ckonje.

OBnacreHo nnue

Mapwja Pucrecka
M3BPLUHa AMpeKTopKa

Ckonje
08.03.2022 roanHa
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